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Motivating Example: Mitigating Fake News

Problem

More and more news are consumed on social media.

Readers don’t know source of news on social media.

News media’s reputation is an important heuristic.

We can use cryptography to fight this!

Our idea: Add signatures to quotes.
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Motivating Example: Mitigating Fake News

“German Institute
claims there was
fraud in the

Brazilian election”

“Dr. Alter Mann mit Brille”
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Quotable Signatures

The quick brown fox jumps over the dog

The quick brown fox jumps over the dog

Goal

Create a quotable signature scheme (QSS) allowing extraction of
signatures for quotes, without knowing the secret key or
interacting with the signer.
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Security

QSS Unforgeability

A QSS is existentially unforgeable if no (PPT) adversary
(AdvOSignsk(·)(pk)), wins the QSS unforgeability game with
non-negligible probability.

(pk, sk)← KeyGen()

pk

m∗, s∗

m1, . . . ,mQ

s1, . . . , sQ

if (Verpk(m
∗, s∗) = ⊤) and (∀k ∈ {1, 2, . . . ,Q} : m∗ ̸⪯ mk)

AdvOSignsk(·)(pk) wins

QSS Unforgeability Game

Note: m∗ ⪯ m means m∗ is contained as a quote in m.
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Related Work

Redactable Signature Schemes

The quick brown fox jumps over the dog

The quick brown fox jumps over the dog

Kreutzer, Niederhagen, Shrishak, and Simo Fhom [KNSS19]

Introduces the idea of QSSs and for our construction.

Our contributions

(1) Security notion, (2) Prove security and analyze complexity, (3)
More efficient than RSSs, (4) Concrete algorithms.
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Construction

The quick brown fox jumps over the dog

The quick brown fox jumps over the dog

u3,0 u3,1 u3,2 u3,3 u3,4 u3,5 u3,6 u3,7

u3,0 = H(00 ∥ The)

u2,0 u2,1 u2,2 u2,3

u2,0 = H(01 ∥ u3,0 ∥ u3,1)

u1,0 u1,1

u0,0

H cryptographic hash function, classic digital signature.
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Quoting

jumps over the dog

u3,4 u3,5 u3,6 u3,7

u2,2 u2,3

quick brown fox

u3,1 u3,2 u3,3u3,0

u3,0

The

u1,1

u1,1

u2,0 u2,1

u1,0

u0,0

A signature for “quick brown fox” is {Sigsk(u0,0), u3,0, u1,1, . . .}.
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Summarizing

KeyGen

As in underlying “normal” digital signature scheme (DS).

Sign

Find root hash, sign with DS.
Signature: DS signature for root hash.

Quote

Find verification path for quote.
Signature: Verification path and DS signature for root hash.

Verify

Find root hash (using verification path), use DS to verify.
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Security

General idea

Show that an adversary against the scheme implies either an
adversary against the DS or the used family of hash functions.

m∗, s∗
m1, . . . ,mQ

s1, . . . , sQ
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Security

m∗ (and part of s∗)

u∗2,0 u∗2,1 u∗2,2 u∗2,3

u∗1,0 u∗1,1

u∗0,0
s∗

m1

u12,0 u12,1 u12,2 u12,3

u11,0 u11,1

u10,0

s1

mi

ui2,0 ui2,1 ui2,2 ui2,3

ui1,0 ui1,1

ui0,0

si

mQ

uQ2,0 uQ2,1 uQ2,2 uQ2,3

uQ1,0 uQ1,1

uQ0,0

sQ

No matching roots

=⇒ (u∗0,0, s
∗) is a forgery against DS.

Matching roots

∃k : u∗0,0 = uk0,0 but m∗ ̸⪯ mk .
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Security

m∗ (and part of s∗)

u∗2,0 u∗2,1 u∗2,2 u∗2,3

u∗1,0 u∗1,1

u∗0,0
s∗

u∗1,0
?
= uk1,0u∗1,1
?
= uk1,1

u∗2,0
?
= uk2,0u∗2,1 ̸= uk2,1

mk

uk2,0 uk2,1 uk2,2 uk2,3

uk1,0 uk1,1

uk0,0

sk

m∗ ̸⪯ mk

u∗0,0 = uk0,0

H(01 ∥ u∗2,0 ∥ u∗2,1) = u∗1,0 = uk1,0 = H(01 ∥ uk2,0 ∥ uk2,1)

Since u∗2,1 ̸= uk2,1 this is a collision for H.
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Since u∗2,1 ̸= uk2,1 this is a collision for H.
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Performance

The quick brown fox jumps over the dog

u3,0 u3,1 u3,2 u3,3 u3,4 u3,5 u3,6 u3,7

u2,0 u2,1 u2,2 u2,3

u1,0 u1,1

u0,0

n tokens

Computation time

(Up to) 2n − 1 hashes
and one classical
signature operation.
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Open questions

Quote signature size independent of message size

Efficient scheme where the size of a signature does not depend on
the size of the original message?

Linguistic aspects

How to tokenize; dog. or dog . ?

Quoting out of context?

Real-world test

Will it help? Can we get “big players” on board?
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Thank you for listening.

full version on arXiv

[BELN23]
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