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Oblivious Transfer in
Quantum Cryptography

Resumé

Kvantecomputere bliver stadig mere anvendelige i praksis, og kvan-
tekommunikation bliver allerede anvendt i praksis. Dermed stiger ogsa
relevansen af dettes speciales fokus; kvantekryptografi. Vi introducerer
kvantemekanik, kvantekomputabilitetsteori, og kvanteinformationsteori
og analyserer proveudtagelsesspil pa kvanterum. Ved hjelp af disse veerk-
tojer viser vi, at BBCS92 protokollen er en sikker implementation af den
kryptografiske primitiv “oblivious transfer” overfor vilkarlige kvantemod-
standere. I sig selv bruger denne protokol ikke andre kvanteredskaber end
kvantekommunikation. Endeligt sa viser vi, hvordan man kan konstruere
en protokol for “bit-commitments” fra kvantesikre en-vejs funktioner, hvil-
ket medferer, at BBCS92 protokollen er i MiniQCrypt, og dermed er der
ogsa protokoller for sikker distribueret beregning af arbitraere funktioner i
MiniQCrypt.

Abstract

With quantum computing becoming ever more usable in practise, and
quantum communication already being feasible for practical applications,
quantum cryptography is also becoming increasingly relevant. We introduce
quantum mechanics, quantum computation theory, and quantum informa-
tion theory, and investigate sampling games in a quantum setting. With
this toolkit we show that the BBCS92 protocol for the cryptographic prim-
itive oblivious transfer is secure against arbitrary quantum adversaries.
On its own this protocol uses no quantum resources, other than quantum
communication. Finally, we show how to create bit-commitments from
post-quantum one-way functions, implying that the BBCS92 protocol is in
MiniQCrypt, and hence, so are protocols for arbitrary secure multi-party
computations.
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1 Introduction

Over the last 100 years, many discoveries and widely believed theories in physics
have made it increasingly clear that the world we live in is governed by quan-
tum forces, rather than “classical” forces, as has been assumed for thousands
of years. The postulates of quantum mechanics describes how the theories de-
scribing this “new” quantum world should be formed, and are widely accepted.
It should come as no surprise that the postulates of quantum mechanics also
influences what can and cannot be done by a computer, and indeed, since the
1980s quantum computing has been studied. That there is a difference between
what can be achieved on a quantum computer and a classical computer became
extremely clear in 1994, when Peter Shor developed a quantum algorithm for
factoring an integer in polynomial time, a problem that it is generally believed
to be impossible to solve efficiently on a classical computer [NC02].

The discovery of this algorithm — referred to as Shor’s Algorithm — indi-
cates the impact that quantum computers will have on cryptography. With the
ability to factor integers in polynomial time, many common and widely used
cryptographic constructions are no longer secure, eg. RSA. Hence, it is of vital
importance to study how quantum computers, and quantum mechanics in gen-
eral, affect cryptography [NCO02]. This is the focus of quantum cryptography, the
field that this thesis falls under. Quantum cryptography can generally be sepa-
rated into two categories; post-quantum cryptography, where one investigates
which (classical) problems appears to still be hard for quantum computers, and
a more general category where one also uses quantum resources, allowing one
to obtain results that are not possible in classical cryptography. This category is
also referred to as quantum cryptography. The crown jewel of this last category
Bennett and Brassard’s discovery of a protocol that, by using quantum com-
munication, achieves unconditional secure key-exchange, which is a problem
where a classical solution has to rely on a computational assumption [BB84].
Quantum communication is the ability to prepares, exchange, and measure
quantum states. This is much easier to do than general quantum computation,
and is feasible in practise [Dia+16].

In this thesis, we focus on the cryptographic primitive oblivious transfer.
There are many varieties of oblivious transfer (Rabin-OT, GF(q)-OLFE, and (})-
OT), but all of these can be implemented using (f)—OT as a primitive [Cré87;
IK97; WWO06], so we consider only this variant. (f)—OT (from now on just referred
to as oblivious transfer or OT) consists of two parties, one of which has two
messages that the other party should learn only one of, but which one they learn
is up to them. The other party should remain ignorant of which message was
chosen.

Oblivious transfer is interesting and relevant to study, due to its widespread
use in protocols for secure multi-party computation (MPC). A secure multi-
party computation consists of two or more parties, who despite not trusting
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each other, still want to compute a function based on their joint input. It is well
known that secure implementations of oblivious transfer and bit-commitment,
implies the existence of secure protocols for evaluating arbitrary (classical)
functions [CDN15]. More recently it has been shown that if the implementations
are secure in the quantum setting, so are the protocols for MPC [IPS08; Unr10],
which in turn imples the existence of secure protocols for evaluating two-party
quantum circuits [DNS12].

Using only classical tools, it is widely believed that one needs a computa-
tional assumption to implement oblivious transfer, much like one needs for
key-exchange. It is therefore only natural to ask if it is possible to implement
oblivious transfer with unconditional security using quantum resources? Unfor-
tunately, the answer turns out to be no [Lo97]. It is, however, possible to securely
implement oblivious transfer using quantum communication and post-quantum
one-way functions, which are functions that are easy to evaluate, but hard to
find pre-images of, even with quantum resources. These are generally believed
to exists, with numerous candidates available [Gri+20]. Taking inspiration from
Impagliazzo’s five worlds [Imp95], we call a world where post-quantum one-way
functions exists — in addition to quantum communication and computation —
for MiniQCrypt.

Towards showing that oblivious transfer is in MiniQCrypt, we start out by
introduce quantum mechanics, the framework for working with quantum re-
sources, in Section 3.1. We generally limit our considerations to qubits, which is
the quantum analogy of a classical bit and hence the focus of quantum comput-
ing and cryptography. In Section 3.2 we give a very short overview of quantum
computation theory, and in Section 3.3 of quantum information theory. Both
sections focus on a select few topics that are of special relevance for quantum
cryptography. In Section 2.3 and 3.4 we introduce and analyse sampling games
in first a classical and then a quantum setting. In section 4 we start our inves-
tigation of quantum cryptography, with some fundamental examples, such as
the earlier mentioned protocol for quantum key-distribution, and the notion
of security that we use. This leads us to Section 5 where we turn our atten-
tion to oblivious transfer, first describing the protocol for oblivious transfer in
Section 5.1 and then proving that it is secure assuming the existence of ideal
bit-commitments in Section 5.2. To show this we use the theory for sampling
strategies that we developed in Section 3.4. Finally, in section 5.3 we see how
one can construct bit-commitments from post-quantum one-way functions,
allowing us to conclude that oblivious transfer and MPC is in MiniQCrypt.
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2 Preliminaries and classical results

In this section we present some mathematical and cryptographic preliminaries,
that we will use later in the thesis. In Section 2.3 we also introduce and develop
some results for sampling strategies in a classical setting.

2.1 Mathematical preliminaries
2.1.1 Notation

We will use the following (slightly) non-standard notation.

¢ For a natural number n € N we use [#] to denote the set of natural numbers
up to and including n, i.e. [n] ={1,2,...,n—1,n}.

* For specifying a subsequence of a sequence a = (ay, 4y, ...,4a,) we may write
ay with J C [n]. That is, if ] = {iy, iy,...,i;} C [n] then a; = (ail,aiz,...,aij).

* For any finite set S we use the notation s < S to denote that s was chosen
uniformly at random from the elements in S.

* To avoid changing notation, we use bra-ket notation throughout. This
notation is typically used in quantum mechanics. Summarising this nota-
tion; |v) is a vector, (w| is the functional mapping [v) > (w|v) where (v|w)
denotes the inner product between [v) and |w). [v) (w| denotes the outer
product of |v) and |w).

If M is a linear map then we note that ((v|M)w) = (v|(M |w)), and will
therefore just write (v|M|w). Note that (v| M is the composition of the two
linear maps, and is itself a linear functional.

In the case where we are working in C" with the Euclidean inner product,
one can think of (v| as [v)T, in which case all of this notation is just straight
forward matrix multiplication.

2.1.2 Linear algebra

While we assume some familiarity with elementary linear algebra, we present
some slightly more advanced definitions and results in this section. Throughout
this section we let (V,(:|-)) be a finite dimensional Hilbert space,! and denote by
B(V) the set of linear maps (or operators) on V, which is itself a Hilbert space.
We denote the identity operator on V by I,. When V is clear from the context,
we will omit the subscript. Alternatively, for any vector |[v) we may write I,y to
emphasise that I is the identity on the space that |v) is in.

I'We note that oftentimes we only need V to be a vector space, but to avoid using additional
non-essential terms, we will just always assume that V is a Hilbert space, and refer to it as such.
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Adjoint For a map T € B(V) we define the adjoint of T, denoted T~, to be the
unique operator on V satisfying that all |v),|w) € V we have that

T w) = (v[T|w).

When working with C" we note that B(C") = M,,(C), and T* is just the conjugated
transpose of T.

Unitary An operator U € B(V) is said to be unitary if U"U = UU”* =L

Projections A projection on V is a map T € B(V) such that for all vectors
[v) € V we have that T?|v) = T |v). We note that for any normal vector |w) € V
the map P, € B(V) defined by [v) — (v|w)|w) is a projection.

For any orthonormal basis B = {|by),...,|b,)} for V we can decompose any

)=) Rlv)=) @lb)b).

|byeB |byeB

vector |[v) € V as

Additionally, if W C V is a subspace, we define the projection of |v) onto W
by
Pylv):= ) B,

[bYeBw

where By is any orthonormal basis for W. Hence, we can also decompose |[v) in
terms of W and its orthogonal compliment;

[v) = Py |v) + Py |v).

A set of projections, {P,,},em, is said to be a set of orthogonal projections if each
P,, is a projection and P,, P, = 0 whenever m = n.

Tensor products Tensor products are a convenient way to combine Hilbert
spaces to form some larger Hilbert space. Assume that (V,{:|-)y/) and (W, {-|)w)
are Hilbert spaces with dimension n and m, respectively, over a common field
F. Then V ® W is a Hilbert space of dimension nm over F, and V ® W consists
of linear combinations of tensor products of elements from V and W. More
concretely, if {|[v;)};c; is a basis for V and {|w;)} ;s is a basis for W, then {v;) ®
[wj)}ier,jey is a basis for V@ W, and V ® W consists of elements of the form

Zaij vi)®w;).

ij
We define an inner product on V ® W by defining it on the basis elements on
Ve W by

(Wyew)l(v)y@ ) =@l )y - (whw')w,
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and extending it by linearity to the entirety of V ® W. Doing this, we obtain a
well-defined inner producton V@ W.

Trace For a square matrix A = (a;;) we define the trace of A to be the sum of

trA:= Z&lii.
i

The trace is linear, but more importantly, it is invariant under cyclic permu-

the entries on the diagonal;

tations, i.e. if A is a m x n matrix, B is a n x k matrix, and C is a k x m matrix,
then

tr (ABC) =tr(BCA) = tr (CAB).

Importantly, this also show that the trace is invariant under change of basis, since
tr (P"1AP) = tr (PP~'A) = tr A. Hence, we can define the trace of an arbitrary
linear operator on finite dimensional Hilbert spaces by identifying the operator
with any matrix representation of it.

We emphasise the following special case of the cyclic invariance. Let [v),|w) €
V. Then the tensor product of the outer product |v)(w| is equal to the inner
product (w|v), since

tr ([v)(w]) = tr(wlv) = (wlv).

In the case where A is the tensor product of two operators, A =T ® S, the
trace of A is given by

trA=trT-trS.

Additionally, we define the partial trace of A with respect to T (equivalently S)
to be

trrA=1tr(T)-S,

and we note that this can be extended by linearity to sums of tensors. If T is in
a system named 7, we may also use try A to mean the same as trp(A).

Positive semi-definite An operator T € B(V) is said to be positive semi-
definite, or just positive, if for all [v) € V

@|T|v) > 0.

We write thisas T > 0.

Cauchy-Schwarz and Titu’s Lemma The Cauchy-Schwarz inequality states
that for all vectors |u),|v) of a Hilbert space it is the case that

|Culo)? < (ulu) (wlv).
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A direct corollary is Titu’s Lemma.

Corollary 2.1 Titu’s Lemma.
For {u;}ie[n], {vi}ie[n) sSequences of positive real numbers the following inequal-
ity holds.

2
n . n
( i=1 ”z) uiz
ST o S
i=1"1 i=1 1

Proof. Let [v) and |u) be vectors in R” with the following entries,

|u>-:(££ )

[0) 1= (VT V7. V)

Then the Cauchy-Schwarz inequality implies that

ICulv)? < (ulu) (vlv)

=[5 4555

i=1

which was what was wanted. O

2.1.3 Probability theory

Here we introduce standard definitions and notation from probability theory
with some formality, but for most of the project we omit these formalities. Let
(Q),Pr) be a probability space. Then a random variable is a function X: Q — &
where X is an arbitrary finite set. In this project we will usually have X = {0, 1}.
The distribution of X, Py, is given by

Py(x) =Pr[X =x] =Pr[{w e Q: X(w) = x}],

where we have used x to indicate a specific outcome of the random variable X.
This will be standard notation whenever we are dealing with random variables.
The joint distribution of two (or more) random variables, Pxy, is then

Pyy(x,9)=Pr[X=xAY =y)],

and the random variables X and Y are said to be independent if Pyxy(x,y) =
Px(x)Py(y) for all x € X and y € J. The expected value of a random variable is
defined as

E[X] = Zx-PX(x).

xeX
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Additionally, we will make use of the concave version of Jensen’s inequality,
which a proof of can be found in [Sch17].

Theorem 2.2 Jensen’s inequality.
If X is a random variable and f is concave function, then

E[f(X)] < f(E[X]).
Finally, we will use Shannon’s notion of the entropy for how much random-

ness there is left in a random variable

Definition 2.3  Shannon entropy.
If X is a random variable, the entropy about the outcome of X is

H(X) = - ZPX(x)lgPX(x).
xeX

In the special case where X = {0,1}, and X takes on the value 0 with probabil-
ity p, we define the binary entropy function h as

h(x) =-plgp-(1-p)lg(1-p).

2.1.4 Strings

In this section we present some definitions and results about strings. For no-
tation, we will refer to the i’th entry in a string b as b;, i.e. we think of b as
b=(by,by,...,b,) €{0,1}" for some n > 0.

Definition 2.4 (Relative) Hamming weight.
For a string b € {0,1}", the Hamming weight of b is the number of non-zero
entries in b. Formally we define the Hamming weight of b to be

wt(b) :=|{i € [n]: b; =1},
and the relative Hamming weight of b as

w(b) = Wt(b)'

n

By convention, the relative Hamming wight of the empty string is defined to
be 0.

For a string b with relative Hamming weight w(b) we denote the random
variable obtained by picking an entry from b, uniformly at random, by B, and
note that the expected value of B is E(B) = w(b).

For estimating the relative Hamming weight of a string, Hoeffding’s inequal-
ity will prove to be very useful. In general, Hoeffding’s inequalities are a classic
result from probability theory, which provides an upper bound for the prob-
ability that a sum of bounded random variables from the same distribution
deviates from their expected value by more than a certain amount. For a proof
we refer to Hoeffing’s original paper from 1963 [Hoe63]. We state it here for
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random samples from a bit-string without replacement, and in terms of its
relative Hamming weight.

Theorem 2.5 Hoeffding’s inequality.

Let b € {0,1}" be a bit-string with relative Hamming weight p = w(b). Let
the random variables X;, X»,..., X; be obtained by sampling k < n random
entries from b without replacement. Then for any 6 > 0 the random Variable
X := %le satisfy

Pr“?— }/l‘ > 6] < 2exp(—262k).

2.2 Cryptographic preliminaries

In this section we will first introduce a few results from classical cryptography.
Then, in Section 2.2.1, we spend some time introducing the notion of security
that is typically used for classical multi-party computation.

The first result that we introduce is the classical result that a one-time-pad
obtains perfect security. We will implicitly use this result when arguing that
if some value is (close to) uniformly random, then XOR’ing a message with it
gives a value that is itself (close to) uniformly random.

Theorem 2.6

Let M € {0,1}" be a message of length #, and suppose that a key K is drawn
uniformly at random from {0, 1}". For an adversary that knows scheme and
spaces, but does not know the value of K, the ciphertext C = M & K reveal no
information about M.

We will make use of one-way functions, which are functions that are easy
to evaluate on a given input, but hard to find the pre-image of. Note that
the existence of one-way functions has not been proven, but is a common
assumption, with numerous candidates available. Formally we define one-way
functions as follows.

Definition 2.7 One-way functions (OWF).

A function f: {0,1}* — {0,1}" is said to be one-way if f can be evaluated in
polynomial time, but all polynomial-time adversaries A have only negligible
chance of finding a pre-image of f. That is, for all sufficiently large n, and for
all polynomial-time A

is negligible in n, where the probability is taken over a uniformly random
choice of x € {0, 1}".

Technically, the next result we present makes use of definitions from Section
2.2.1 and Section 2.2.2. However, we state it here using only layman terms, and
note that the technical rewording is mainly the use of the hybrid-model, and is
completely straight forward.
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Theorem 2.8

Assuming the existence of a protocol that securely implements oblivious
transfer, there exists protocols that securely implements every classical multi-
party functionality F

2.2.1 Relevant security definitions

In this section we introduce the relevant notion of security in the classical setting.
We will later extend this notion to the quantum setting. The work here is based
on earlier projects, but the canonical reference is Goldreich’s Foundations of
Cryptography [Gol04].

Before we start, we stress that this is the canonical definition of security
for secure multipart computation (adapted to a two-party setting), and hence
it is often meaningless for other tasks, such as key exchange, or (a)symmetric
encryption. There exists meaningful notions of security for these problems, but
since they are not the focus of this project, we will not include them in any
formal way, but introduce the intuition behind, as needed.

The family of problems that we consider is creating protocols for functional-
ities. A functionality, F, receives input from multiple parties, and evaluates a
function on their joint input, resulting in a distinct output for each party. How-
ever, the parties does not trust each other, so they cannot just share their input
with each other, nor is there some third party that they all trust. A protocol
should describe how the parties can evaluate the functionality such that they ob-
tain their output, without a trusted party. A protocol is said to enjoy correctness
if the output of the parties evaluating the protocol as described, is the same as
the output they would obtain by using a theoretical trusted party. Additionally,
a protocol is secure if it has the property that no party learn anything they are
not supposed to learn, regardless of how they act. We are only interested in
secure protocols, that enjoy correctness.

We use the phrase “not supposed to learn”, since even with a trusted party,
they will of course learn something, eg. that the other party showed up and
participated. Essentially, we will argue that a two-party protocol IT = (A, B)
securely implements F in the real-world, by comparing the real-world execution
of I'T to an execution in the ideal-world, where we assume that there is a trusted
party that will take care of running F, and only give the parties their respective
output of F. Abusing notation, we will also refer to this trusted part as F.
Security in the ideal-world follows from construction; we assume the trusted
party can be trusted, and only give the parties the output they are supposed to
obtain from F. Hence it will only leak what must inherently be leaked by F.

Towards formally defining this notion of security, we specify that the func-
tionality F is a classical (polynomial time) interactive machine, that specifies
the instructions to realise a task. The (efficient) two-party protocol IT = (A, B)
consists of two classical (polynomial time) interactive machines, A and B. An
adversary A is an arbitrary classical (polynomial time) interactive machine,
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intending to attack a protocol. Henceforth, we will only specify when some-
thing is not in polynomial time, since we are generally interested in efficient
protocols.

When considering a real-world execution in the presence of an adversary
we will assume that the adversary A statically corrupts one of the parties A
or B (for the rest of this section we assume A for notation, but the definitions
are symmetric for B), end therefore have full control over the corrupted party,
whom we might therefore refer to as either the corrupted party or, abusing
notation, just A. This means that A sees everything that the corrupted party
sees, including its input, and that A can specify every action that the corrupted
party takes, including the messages it sends, and what it should output at the
end of the protocol.

We can now formally define computational security against real-world ad-
versaries by the existence of a polynomial time simulator Sim in the ideal-world,
such that the joint output of the honest party and the adversary in the real-
world, Outpy 4 p, is computationally indistinguishable from the joint output of
the honest party and the simulator in the ideal-world, OUt]:,Sim,B' where B is
used to indicate the “dummy” version of B, that simply passes its input to F,
and output whatever output F sends it.

Definition 2.9 Computational security against corrupted A.

A protocol IT = (A, B) implements a classical functionality F with computa-
tional security against corrupted A, if for any polynomial-time real-world
adversary A there exists an efficient ideal-world simulator Sim such that for
any input to A and B it holds that the joint output in the real- and ideal-world
are computationally indistinguishable, i.e.

c
OUtH,A,B S Out}',Sim,B'

Equivalently, we say that there is no distinguisher D that can distinguish
between the situation pictured in Figure 1 and the situation pictured in
Figure 2, with non-negligible advantage.

If a protocol is secure against both corrupted A’s and corrupted B’s, we will
just say that it is secure.

D

Figure 1: Illustration of the interactions in the real-world.
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A
Sim F B

D

Figure 2: Illustration of the interactions in the ideal-world. Note that we have
included an interaction between Sim and A, to illustrate that Sim is allowed to
use A as a subroutine.

Remark 2.10

We have omitted considering an important, but easily avoidable, problem
with our definition. In our definition of the ideal-world, either both the
adversary and the honest party obtain their output or neither does. This,
however, is not necessarily the case in the real-world, where it might be
possible for the adversary to abort after having received its own output, but
before the honest party obtains its output.

It is a classical result that without an honest majority, it cannot be guaran-
teed that this cannot happen [Cle86], and requiring an honest majority in a
two-party setting is equivalent to requiring that both parties are honest. To fix
this, we specify that in the ideal-world, the trusted party should first send the
output to Sim, who then gets to decide if the trusted party should also send
the honest party its output, but we will generally omit this detail, and just let
it be implicitly understood that if the adversary aborts before an honest party
would obtain its output, the simulator should abort the ideal functionality.
In the literature this is often refereed to as “security with abort”.

The final part of our definition of security is the notion of a hybrid model.
Often we will describe a protocol, I, for a functionality, 7, using another
functionality, G, as a subroutine. Here we will say that IT is in the G-hybrid
model. When proving the security of a protocol in the G-hybrid model we note
that our ideal-world simulator Sim will be simulating the ideal functionality
for G, when interacting with A as a subroutine. Hence, it sees all input to the G
and provides all output from G. The following composition theorem shows why
proving security in the hybrid model is still interesting.

Theorem 2.11 Composition Theorem.

Let F and G be functionalities. Assume that I1 implements F with com-
putational security in the G-hybrid model, and that I' implements G with
computational security. Then TT%! implements F with computational secu-
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rity.

Here IT9T denotes the composed protocol, i.e. a protocol like IT, but where
the calls to G has been replaced with an execution of I'. We have illustrated this
concept in Figure 3.

g =~ T
U
I HQ/F
N/ N/
g =~ T
7N TN

Figure 3: Illustration of the composition theorem.

2.2.2 Examples of functionalities

We will now informally present some examples of functionalities, which we will
use or implement later on. The first one is F, the functionality that will later
create a protocol that implements.

Example 2.12 F.

We refer to the parties A and B as the Sender S and the Receiver R. The func-
tionality is as follows. S inputs two messages, m and m1;, into F;, and R inputs
a choice bit c € {0, 1} into F;. The functionality then outputs m, to R, and the
Sender has no output.

This is often refereed to as (%)-OT, and other variants of oblivious transfer ex-
ists, eg. ()-OT (Sender inputs n messages, and Receiver chooses k < n messages),
and rabin-OT (Sender inputs one message, the Receiver receives the message
(alternatively 1) with probability 1/2).

If one now was to go back to Theorem 2.8, one could now restate it as “For
every multi-party functionality F, there exists a protocol that implements F
with computational security in the For-hybrid model.”

Turning our attention to commitments, we define two versions, a typical
bit-commitment functionality, and a slightly more general functionality, called
selective-opening commitments.

Example 2.13  F o
Alice has a bit a € {0, 1}, Bob has no input. The functionality has two phases,
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first the commitment phase where Alice sends a to F.,,, and F_,, then sends
an acknowledgment for having received a value to Bob. Later, in the opening
phase, Alice can tell 7, to open a to Bob, in which case F., sends a to Bob.
Otherwise Bob has no output, and in either case Alice has non.

Example 2.14 Fo_com-

Alice has a string m € {0,1}", Bob has t C [n]. In the commitment phase Alice
sends m to Fyo_com and Fy com then sends an acknowledgment for having
received its input to Bob. In the opening phase Bob sends t to F,_com, which
forwards t to Alice, and Alice can then permit that F,_com opens #1; to Bob.
Otherwise Bob has no output, and in either case Alice has non.

This last functionality can be seen as equivalent to running » instances of
Feom in parallel. However, when creating protocols for these functionalities it is
often simpler to prove sequential security, rather than parallel security, so we
will use Fo_com rather than F .

Remark 2.15

When using Fio_com wWe will often not work with strings in {0, 1}", but with
sequences of the form {x;, 0;};c[,) where x; € {0,1} and 6; € {+, x}. However,
mapping + - 0;x - 1 and {x;,6;} — {x5,_1, 6,;} allows us to use the string-
version of Foq_com With £+ {2i—1: i € t}U{2i: i € t}. Hence, we will just refer
to Feo—com When working with sequences on this form.

In practise, our protocols will often be using F, .o,m as a subroutine,
where if Alice rejects revealing m; to Bob, then Bob aborts. In these cases
we will omit noting that F,_.om forwards ¢ to Alice and that Alice permits
opening my;, and just let it be implicitly understood that if Alice rejects, then
Bob aborts.

2.3 Sampling games in a classical setting

This section consist of a presentation of sampling games in a classical setting.
This serves to both introduce the concept, and we obtain some results that we
will see are also meaningful in the quantum setting. This presentation is based
on the third section of Bouman and Fehr’s paper on quantum sampling [BF10].
Letg=1(91,92---,9,) € {0,1}" be a string of fixed length n and let ¢ be the indexes
of a subset of g, i.e. t C[n]. We wish to estimate the relative Hamming distance
between the remaining string gy and some fixed reference string g, € {0, 1}" (i.e.
wg, (q7) = 0((q®4,)7)), by only looking at the elements in g;. To simplify notation,
we consider the relative Hamming weight (w(gz), i.e. the relative distance to the
zero string) instead of the relative Hamming distance to some reference string,
but note that for any reference string ¢, and string q we have that w, (9) =
w(q®4,), so any results obtained for estimating the relative Hamming weight
are directly applicable to estimating the relative Hamming distance.

The typical way to do this, would be to let t be some uniformly random subset
of [n] of some fixed size k, and use w(g;) as our estimate. However, more generally
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we will allow any strategy that picks t C [n] according to some probability
distribution Pr, and computes the estimate for w(g;) as some (randomised)
function f of t,q; and a seed s that is sampled according to some probability
distribution Ps. This motivates the following definition.

Definition 2.16 Sampling strategy.

A sampling strategy W is a triple (Pr, Ps, f) where Pr is a distribution over
subsets of [n], Ps is an independent distribution over a finite set S, and f is a
function

fl(tv): tCn]ve{0,1}}xS > R.

Note that since it will make the definition conceptually easier to work with
if Prg = PpPs, we require the seed s to be chosen independently of the subset t.
However, it will sometimes be convenient to allow the seed to depend on ¢. To
make this compliant with our definition we use a “container seed” that contains
a seed for every possible ¢, each chosen with the “correct” distribution, and as
part of the function f we then extract the seed corresponding to t from the
container seed. For an example where we use this see Example 2.21.

2.3.1 The error of a sampling strategy

Naturally, we will be interested in “how well” a sampling strategy performs.
Formally, we define “how well” in terms of the probability that our estimate
f(t,qs5) is how close to the real value w(q;). For a sampling strategy W =
(Pr, Ps, f), we introduce the following notation. For arbitrary but fixedt € T,s € S
and 6 > 0 we define

B2 (W) :={be{0,1)": lw(by) - f(t,by,5) <&} C{0,1}", (2.1)

which one can conceptually think of as the “ball” of strings in {0, 1}", where our
estimate is within 0 of the real value, parameterised by t and s. Note that what
this definition implies is that if we know that a string b is in B?S, then we are
guaranteed that f(t,b;,s) is d-close to the real value of w(b;). When W is clear
from the context we will write Bi”s instead of B?S(‘P).

Replacing s and t with the corresponding random variables T and S, we
obtain B% ¢, which is a function of random variables, and hence itself a random
variable, with a range consisting of subsets of {0,1}". Using this random variable,
we can now define the error probability of a sampling strategy as follows.

Definition 2.17 Error probability.
The classical error probability of a sampling strategy W = (Pr, Ps, f) is param-
eterised by 0 < 6 < 1 and defined as

(W) = max, Pr(q e By 5(¥)]. (2.2)
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That is, the maximal probability that the estimate of a string in {0, 1}" is
not o-close to the real value. Hence, this definition guarantees that for any
string g € {0,1}", the estimate is 0-close to the real value, except with probability
at most ¢ ClaSS( ). When W is clear from the context we write 2 instead of

€Qjass(P)-

E lass

class

Remark 2.18 Using a sampling strategy for a test.
Note that a sampling strategy can be used as a test for closeness of g; to

the zero string, by accepting if f(t,q;,s) = 0 and rejecting if f(¢,g;,5) = 0. In
5
class

d-close to the zero string, i.e. that w(gz) > o.

this case ¢ is the worst case probability of accepting, despite g; not being

2.3.2 Examples of sampling strategies

In this section we introduce and analyse a selection of sampling strategies,
adding details to the work done by Bouman and Fehr, and combine their exam-
ples with the relevant appendices [BF10]. Of special interest is Example 2.21,
which we will later make use of.

Example 2.19 Random sampling without replacement.

For a parameter k, one uniformly at random chooses k distinct indices iy,..., i
within [#], and the relative Hamming weight of q;i,..., it} is used as an estimate
for the relative Hamming weight of A5, Hence, the sampling strategy is
given by W, = (Pr, Ps, f) where Pr(t) = 1/(}) if |t| = k and P(t) = 0 otherwise,
§= (1) with Py(1) = L and f(1,g,,5) = (g,

Towards finding € ,» we first note that considering the k bits sampled as

clas
random variables Tj,..., Ty, we have that by definition w(qr) = %Z T;. Hence,
it follows immediately from Hoeffding’s inequality (Theorem 2.5) that the
estimate is d-close to the relative Hamming weight of g, except with probability
at most 2exp (-25°k).

To instead estimate w(q7), we note that by letting o = k/n, we can write w(q)

as w(q) = aw(qr) + (1 — a)w(gp). It follows that

wla7) - oar) = (0(q) - awlgr) - o(ar)
= (@(g) - awlgr) - (1 - @)e(gr)
= (wlg) - olar) 23)

and therefore

(2.2)
€lass = qgloalx’”Pr[qu 5]
@) max Pr[|u) w(g |>b]

q<{0,1}" T

(w(q) -~ w(qr))

@3 max Pr[
gelo,1)n

26]

l1-«a
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= max, Prlw(q) - w(qr)l = (1 - a)?]

<2exp (-2(1 - a)?8%k), (2.4)

where the last line is once again Hoeffding’s inequality. If we additionally
assume that k < n/2, we obtain the following simpler upper bound

(2.4) 242 [
< 2exp(=2(1-1/2)%8%k) = 2exp(—§b k). (2.5)

Elass =

Example 2.20 Uniformly random subset sampling.

One uniformly at random chose any t € P([n]), and the estimate for the relative
Hamming weight is simply the relative Hamming weight of g;.> Hence, the
sampling strategy is given by W, = (Pr, Ps, f) where Pr(t) = 1/2" for every t C [n],

S ={1}with Ps(1)=1, and f(t,q;,5) = w(g;).
Slass

as in Example 2.19, and hence we have a bound for the error in this case.

Towards finding ¢ we first note that for any fixed size k of t, t is obtained

Now, we can think of picking t as drawing n uniformly random bits, where

drawing a 1 indicates that we include the entry in ¢ and a 0 indicates that we do
not. Letting X; be the random variable for the i’th bit drawn we see that

- 1y k
X=y L K=y
i=

where k = |t|. Hence, Hoeffding’s inequality implies that for 0 <p < J we have?

g

X - %I > [3] < 2exp(-2p°n).

We now assume that k € [(% - [3) n, (% + ﬁ) n], and include the probability of
this not being the case in our final error. As it was previously noted, for any
fixed k Equation (2.4) holds, i.e.

ek <Dexpl|-2 l—k 262k
class = p n .

To obtain an upper bound that is independent of k, we replace the first occur-

rence with an upper bound for k, i.e. (% + [S)n, and the second occurrence with

a lower bound, i.e. (% - [3) n. Doing this we obtain that

€class

aesp(-2051(1- ) (5

2Note that we technically allow that ¢ = , which would make for a very poor sample size, and that
in practise one should probably require a minimum size of t.

3Note that we are here using Hoeffding’s inequality in the general probabilistic setting, and not the
restricted-to-relative-Hamming-weight setting that we are usually using it in [Hoe63].

5k (3+8)n 2_2 1
<2exp|-2 I—T 0 (E—ﬁ)n
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=2exp (—27162 (% - [3)3)

We can now find an upper bound for the total error of this sampling strategy
by combing the probability that k is not in this interval with the upper bound
for the probability that if k is in this interval, then our estimate is more than o
away from the true value,

3
sglass <2exp (—21162 (% - [3) ) +2exp (—2p>n).
Finally, we can simplify this by letting § = 6/4 (which is an allowable p-value),
which gives us
2 3
5 —nd* (2 -19) —nd
€class <2€XPp (3—2 +2exp (T ),

and since 0 < 0 < 1 an upper bound for both exponents is %5’2, so our final
(simpler) bound is

—n? ) (2.6)

)
€ lass < 4€Xp( 32

Example 2.21 Random sampling without replacement, using only part of the
sample.

The final example we will consider might at first appear unnatural, but as we
will later see, this is exactly the situation that we will end up in. It is in some
sense a combination of Example 2.19 and 2.20, i.e. first we choose a random
t C [n] of a fixed size k, as in Example 2.19 such that Pr(t) = 1/(}) if |t| = k and
P(t) = 0 otherwise. However, we only use a uniformly randomly chosen subset
s C t to compute the estimate, i.e.

f(tq:5) = w(qs),

with Pg(s) = 1/2% for any s C t. Note that while this description of Ps implicitly
depends on the choice of t, we consider the version of it that is constructed
as was suggested after Definition 2.16. Thus, Ps is independent of Pr, and our
sampling strategy is consistent with Definition 2.16.

To find the error probability of this sampling strategy, we note that we know
from Equation (2.5) of Example 2.19 that for k < n/2 we have

Pr“(o(qf) - w(qr)| > a] < 2exp(—%€,2k).

Further, we can consider the selection of the seed s as a uniformly random
subset sampling of ¢, so it follows from Equation (2.6) of Example 2.20 that

Pr[lw(gr) - w(gs) = y] < 4exp(_31_2yzk),
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Finally, letting o = £ + y we obtain that

Sf;’lass :qg{loa;lx}" Pl’““’(ﬁs) - w(QT)| > 6]

ng{loalx}n Pr[lw(GIs) -w(qr)| + (w(qT) - w(qT)| >yt E]

. 1 5 1., )]

< m - -= .

_o<a,lyrlé[4eXp( 327 k)+2eXp( 2E k (2.7)
E+y=0

A TETSTARE
<6exp (—%kéz), (2.8)

where (2.7) follows from Boole’s inequality, and (2.8) follows from setting & = %
so that the exponents agree.

)
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3 Introducing the quantum world

In Section 4 and 5 we will introduce quantum cryptography, and see how it
differs from classical cryptography. Before we can do so we have to introduce
quantum computation theory and quantum information theory. This section
is loosely based on the classical book by Nielsen and Chuang [NC02], except
when stated otherwise.

Quantum information theory is reminiscent of classical information theory,
but adapted to take into account the effects of quantum mechanics. We present
this theory in Section 3.3, and show a number of results. We note that the term
“quantum information” is sometimes used as a broader catch-all term, relating
to everything that can be understood as relating to information processing using
quantum mechanics, eg. also quantum computation. To avoid confusion we will
always use the term “quantum information theory” when referring to the study
of the quantum analogy to classical information theory.

So what about quantum computation theory? In a nutshell, a quantum
computation is a computation where we (ab)use quantum mechanics, and
hence quantum computation theory is the study of how the classical topics of
computation theory change, when one considers quantum mechanics. This is
the focus of Section 3.2.

Seeing that both quantum information theory and quantum computation
theory relies on quantum mechanics, it is natural to take a step further back,
and start with an introduction to quantum mechanics.

3.1 Quantum mechanics

Quantum mechanics is a mathematical framework for constructing physical
theories, such as quantum electrodynamics. The rules of quantum mechanics
are simple, yet counterintuitive. Fundamentally, it is these rules that quantum
computation- and information theory has to adhere to.

There are multiple ways to define quantum mechanics. We follow Nielsen
and Chuang [NCO02], using four postulates that provides the connection be-
tween the physical world and our mathematical formalism. We present the four
postulates, and show how they imply the notation we use. In the last subsections
we show some additional results, and introduce some convenient notation.

3.1.1 DPostulate 1: States

Postulate 1

Associated to any isolated physical system is a complex Hilbert space H
known as the state space of the system. The system is completely described
by its state vector |¢), which is a unit vector in the system’s state space.

While the four postulates will define quantum mechanics, there is still a
lot of freedom when constructing a specific theory. For instance, Postulate 1
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say that the state space is a Hilbert space, but not what Hilbert space it is. The
choice is dependent on the physical system one is modelling. For instance, for
modelling the position and momentum states of a single non-relativistic spin
zero particle it is common to use L?(C). Luckily, we will only be interested in a
much simpler system, namely that of a qubit. A qubit is the quantum analogy of
a classical bit, and has C? as its state spaces. Hence, the state vector of a qubit is
a unit vector in C2.

Remark 3.1 Bases for qubits.

The state vector of a qubit can be written in any basis for C?, but we will
mainly be interested in the computational basis {|0),|1)}, and the Hadamard
basis {|+),|—)}. We refer to the computational basis as “+” and the Hadamard

« _n

basis as “x”. The basis vectors are defined as

1 _ 1
e et
2

We can then write the state of a qubit |) as
|p) = a|0) +BI1), (3.1)

and similarly a|0) + p|1) is a valid state of a qubit if o] + I{ﬂl2 =1. We will
then say that |¢) is in a superposition of states [0) and |1), with amplitude «

V2

and p, respectively.

This first example already teases the power that quantum has. Where a
classical bit can only take on one out of two values, a qubit can be in an infinite
number of superpositions.

3.1.2 DPostulate 2: Transformation

Postulate 2
The evolution of a closed quantum system is described by a unitary transfor-
mation U.

Postulate 2 say that the discrete evolution of a state from a time ¢ to a later
time ¢, can be described by a unitary transformation. It does not, however, say
when a unitary transformation describes the evolution of a system. Luckily
for us, it turns out that any unitary can be realised as the transformation of a
system. Some examples of unitary operators are the Pauli matrices

T A VR A

Another typical example is the Hadamard gate
Ho 11 1 ,
NS
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which changes between the computational basis and the Hadamard basis, in the
sense that H|0) = |+),H|1) =|-),H|+) =10), and H|-) =|1).

3.1.3 Postulate 3: Measurements

Postulate 3

Quantum measurements are described by a collection of measurement oper-
ators {M,,}. These are operators acting on the state space of the system being
measured. The index m refers to the measurement outcomes that may occur.
If the state of the system is |[¢) € H immediately before measuring, then the
probability of observing outcome m is given by

p(m) = (GIM;, Myl D),
and the state of the system after observing outcome m is

Mﬂllq)> .
V{(GIM: M| )

The measurement operators satisfy the completeness equation

ZM:an =L
m

While postulate 2 say that the evolution of a closed system can be described
by a unitary, there must come a time when the outside world interacts with the
system, namely when we observe it (otherwise the system is of very questionable
interest). At this point, the system is no longer closed, and hence it is not
necessarily subject to only unitary operations. This is where Postulate 3 comes
in, describing the effects of measuring the system.

Example 3.2
Maybe the simplest, but non the less important, example is measuring the state
of a qubit with respect to the computational basis. Consider the qubit |$p) from
(3.1). We have the measurement operators My := |0)(0| and M; := [1)(1|, and
observe that

MO+M1:|0><0|+I1><1I=(3 8)+(8 (1)):((13 (1)):11'

The probability of observing 0 is then
p(0) = (HIMMold) = (PIMol) = lad?,

and similarly, observing 1 happens with probability ||>. Assuming that we
observe 0, the state after measuring is

Molp) o

VOIMGMolg) e

10).
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Example 3.3
Let us further refine the above example. Assume that |}) that is either [+) or |-).
Upon measuring with respect to My, M; we obtain that for |+) we have

1

p(0) = (+IMoMol+) = 5 = (+IM{ My |+) = p(1),

and similarly for |-). Additionally, it is clear that if we observe 0 then both |+)
and |-)’s post-measurement state would be |0). If we observe 1, however, the
post-measurement states are |1) and —|1), respectively.

If we now invoke Theorem 3.4 (which we will show right after finishing
this example), and we conclude that if we measure |+) or |-) with respect to
the computational basis, we obtain 0 and 1 with equal probability, and our
post-measurement state is the same, regardless of which one we started with.

Theorem 3.4 Global phase.
Let |[}p) be a state vector. For any 0 € R we say that |¢) is equal to the state
vector e'%|¢) up to a global phase factor e®.

We claim that the statistics of measuring |$) and e?|$) are the same, and
hence we can ignore the global phase.

Proof. We show that for arbitrary measurements one obtain the same outcomes
from measuring |$) and e'® |$). Let M,, be any measurement operator associated
to some quantum measurement. Then

(ple™ M3, Myue®1p) = (ple My, M) = (HIM;, M),
so the measurement probabilities are the same for both states. O

The measurements M, and M, that we considered in Example 3.2 and 3.3,
are the simplest form of measurements, and Postulate 3 allow many other collec-
tions of measurement operators. The two families of measurement collections
that one typically studies is projective measurements, and positive operator-
valued measurements (POVMs). We present these two families in Example 3.5
and 3.6.

Example 3.5 Projective measurements.
A measurement collection {M,,} is said to consist of projective measurements, if
the measurement operators are orthogonal projections.

A common example of a projective measurement is the measurements de-
rived from a basis. If {|i)};; is an orthonormal basis for a Hilbert space, then it is
easily verifiable that {|7)(i|};c; consists of orthogonal projections on the Hilbert

Zu) (| =1

i€l

space, and that

Thus, the measurements that we considered in Example 3.2 and 3.3 was in fact
projective measurements.
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Example 3.6 POVM:s.

Often times, one is not interested in the post-measurement state, but only in the
probabilities of the different measurement outcomes. In this case, the POVM
formalism can be very useful. Suppose that {E,,} is a set of positive operators
such that ), E,, = L. Since each E,, is positive, VE,, is well-defined, and noting
that {v/E,,} forms a measurement collection, in the sense of Postulate 3, it is
clear that {E,,} is all one need if one is only interested in the outcomes, since

(OIVE ) VElP) = (GIE,|d).

If one just wanted to do physics, considering these two families would
generally be sufficient. However, at a later time we will want to argue about
distinguishing states, and to be able to do so with generality, we need to consider
general measurements, and not just select families. The following theorem
indicates why this is needed, showing how distinguishability is different in the
quantum world.

Theorem 3.7
Non-orthogonal states cannot be reliably distinguished.

Proof. Assume towards a contradiction that a measurement collection {M,,}
distinguish the non-orthogonal states |¢p) and |[{) with certainty, i.e. we have
some function f that maps the possible outcomes of measuring to {¢, {}, such
that if the state that was measured was |¢) it always maps to ¢, and vice versa.
Then the assumption is equivalent to stating that when measuring |}), the
probability of measuring i such that f(i) = ¢ is 1. If one now defines

E¢:= Z M:M;, Ey:= Z M:M;,
i i

fi)=d fli)=v
one has that
(GIEpld) =1 = (YIEy[Y).

Since Ey +Ey, = [, it must also be the case that (|Eg|¢p) +(|Ey|d) = 1, and hence

(GIEy|d) =0, and so is \/Ey ).
Decomposing |) as [{) = a|p) + «|0) with |8) L |p) we observe that |B| < 1,
since |¢) and [) are assumed to not be orthogonal and |a|? + B> = 1. Hence,

VEy|b) = By/Ey10), therefore
1= (PIEy|b) = IBI*(BIE,I0) < IBI* <1,

which is a contradiction. O

3.1.4 Postulate 4: Composite systems and entanglement
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Postulate 4

The state space of a composite physical system is the tensor product of
the state spaces of the components. Moreover, if the systems are labelled 1
through #, and each system is prepared in state |¢;), then to joint state of the
total system is

101 ®lp2)®---®[Py).

This final postulate indicates how we can combine multiple systems. In
fact, we will mostly be working with composite systems of multiple qubits, the
quantum equivalent to classical bit-strings.

Example 3.8

The simplest composite system we will work with consists of two qubits. Its
state space is then C?>®C? ~ C*, and a basis for it can be found by taking the
tensor products of a basis of C?;

|0>®|0):|00>:((1))®((1)): , |0)®|1)=|01>:(é)®(0):

1

|1>®|0):|10>:(0)®((1))= 1

, |1>®|1>:|11>:(0)®(0):

O PR O O O O o =

— o O O O o~ O

Another concept that Postulate 4 enables us to define and study is entan-
glement. The importance of entanglement cannot be understated, and it is
hypothesised that entanglement might be the feature that set quantum compu-
tation apart from classical computation [JL0O3].

Definition 3.9 Entanglement.
A state with the property that it cannot be written as the product of states of
its component systems is said to be entangled.

Example 3.10 EPR-pair.

Consider the following two-qubit state

|00) +[11)
v

A two-qubit state of this form is called an EPR-pair.

b)) =

There exists no one-qubit states |a) and |b) such that |p) = |a) ® |b). To see
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this, note that such |a) and |b) would have to satisfy that

1
a1b2 \/_5
a bl [llbz ? 0 |00>+|11>
a)® b) = ® = = = = )
el (ﬂz) (bz) abi| |0 V2 1+
azby \%

which is clearly unsitisfiable. This shows that |¢) is entangled.

Assume now that we were to measure the first qubit in the computational
basis, and obtain a 0. How would this affect the second qubit? To answer this
we note that a measurement collection for measuring the first qubit in the
computational basis is given by {|0)(0|®L |1)(1|®I}. Writing out |0){0|® I, we

see that
1 0\ (1 0
0){0|®1 =
0)(0l® (0 0)®(0 1)
1 0 0 0
o1 00
10 0 0 o
00 0 0
so that
100 0w (%
01 0 0lfo 0
0)(0|®@D)|b) = -
(10){0|®T)|d) 0o 0 o ollo 0
1
00 0 0){5 0

It therefore follows that if we obtain a 1, the post-measurement state of |}) is
(Olehio) o
V($1(10) (0@ T)(|0) (O ® I)|h)

so that if we now measure the second qubit in the computational basis, we
measure 0 with probability 1.

The last result we derived in Example 3.10 is perhaps one of the most
surprising results in quantum mechanics! By interacting with only the first
qubit in a two-qubit system, it has somehow been determined what the outcome
of measuring the second qubit will be. This result was in fact so surprising and
counter-intuitive that three of the founders of quantum mechanics — Einstein,
Podolsky, and Rosen — published a paper where they argued that a variation of
this “paradox” showed that quantum mechanics was not complete. Hence, this
result is known as the EPR-paradox, despite not being a paradox, and having
since been verified to hold in practice.

In fact, many famous and practically verified results in quantum mechanics
are applications of entanglement. An example of such is the non-local CHSH
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game. In this game, two players, Alice and Bob, are allowed to agree on a strategy
and communicate, but only before the game starts. Once the game starts, the
players are each given a uniformly random bit x,y, and then they each have
to output a bit (a4 and b), and they win if xy = a® b. If Alice and Bob uses
only classical tools, the optimal strategy gives them a 3/4 chance of winning.
However, by sharing an EPR-pair in the pre-game phase, Alice and Bob can win
with probability cos?(1t/8) ~ 0.85 [Bru+14].

3.1.5 Density operators

So far we have formulated quantum mechanics in a language of state vectors,
but an alternative formulation can be made using density operators (also called
density matrices). Both formulations are equivalent, and which one is most
practical depends on the application.

Suppose that a quantum system is in one of a number of states |¢;), with
respective probabilities p;. We then call {p;,|$;)} an ensemble (of pure states),
and define the density operator for the system by

0= _pilo (il

On the other hand, an operator p is the density operator for some ensemble
of pure states if it has trace 1 and is a positive operator. We formalise this
characterization of density operators in the following theorem.

Theorem 3.11
An operator p is the density operator associated to some ensemble, {p;,|d;)},
if and only if the trace of pis 1 and p is a positive operator.

Proof. Suppose p =Y ; pi|b;)(;| is a density operator. Then
trp= ZP:‘ tr (|d;) (dil) = ZP:‘ =1,
and for any | 1) in the state space we have that
Clplw) =) pi i) (il )
=) _pil(wlenr >0,

so p has trace 1 and is positive.
Conversely, suppose p has these properties. Since p is positive it has a spectral

=) AliXil,
j

where each A; € R", and the vectors |j) are orthonormal. Noting that since the

decomposition

sum of the eigenvectors is equal to the trace of p, we have that ) ;A; =1, and
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thus {);,]i)} is an ensemble of states with associated density operator p. O

With this characterization in mind, it is reasonable to define the density
operator of a pure state to be a positive operator with trace 1. Doing so, the
four postulates of quantum mechanics can be reformulated in terms of density
operators, instead of state vectors. We do not do so here, but remark that the
equivalent of U [v) in Postulate 2 is UpU*, and that in Postulate 3, the probability
of observing outcome m is tr (M, M,,p).

Definition 3.12 Pure and mixed states.
A quantum system whose state |¢p) is known exactly is said to be a pure state.
In this case the density operator is exactly p = [¢)(¢|. If a state is not pure
then it is said to be a mixed state, and p is said to be a mixture of the different
pure states in the associated ensemble.

One of the advantages to using the density operator formalism is that it is
easy to decide if a state is pure.

Theorem 3.13
Let p be a density operator. Then trp < 1, with equality if and only if p is
pure.

Proof. There exists an orthogonal ensemble {p;,|i)} such that p =} ;p; [i)(il.
Then

0’ =[Zpi|i><i|]
i
=) pipjli)lli<Gl,
ij
=) prlixil,
i
since (i|j) = 0 when i = j. Hence, it follows that
trp2 :tr[Zpizli)(il]
i
=) _plrlixil
i
-y b2
i

and since each p; <1 and ) p; =1, the claim follows. O

Another application of the density operator is as a descriptive tool for sub-
systems of composite systems. Suppose we have physical systems A and B, with
joint state psp. The reduced density operator for system A is then

pA =trppas.
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Example 3.14
To see that this definition is sensible consider first the case where A and B are
not entangled, i.e. there exists 0 € H4 and © € Hp such that p4p = 0 ® . Then
we obtain that

PA :terAB :trB(G®T() =otrmt=o0,

which is the result we intuitively expect. A more interesting result is obtained if
we instead consider an EPR-pair, which has density operator

p:(|00>+|11>)(<00|+<11|)

V2 V2
_100)¢00] +[11)¢00] +[00){11|+[11)(11]
= 5 .

We can now find the reduced density operator on the first qubit to be

p1 =tryp
_ tr|00)(00[ + try [11)€00] +try [00) (11| + trp [11)(11]
- 2
_10)<0I0[0) +[1)O[{O[1) +[0) (1[¢1]0) + [1) (1[{1]1)
2
N
2
which is a mixed state, despite the joint state in the two-qubit system being

pure. It is straight forward to show that if p’ was instead generated from [0L+10)

one would obtain the same reduced density operator for the first qubit. One
way to interpret this result is that someone holding only the first qubit will “see”
11 in either case, and is therefore unable to distinguish the two situations. This
concept will be useful for quantum cryptography.

Remark 3.15
The state %]I is a special state, and is called the maximally mixed state. It has
the property that regardless of what orthogonal basis it is measured with
respect to, each outcome is equally likely to occur.

This notion generalises to higher dimensional spaces, and for a state space

of dimension d, the maximally mixed state is %]I.

The final tool we introduce in this section is purification. Essentially, this
allows us to consider a pure state in a state space of higher dimension, in place
of a mixed state.

Theorem 3.16 Purification.
For every mixed state p4 of a system A, there exists another system R such
that one can define a pure state |AR) for the joint state of A and R with the
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property that

pa = trr (|AR) (AR]).

Proof. Fix py, and let ) ; p;|i)4 (i|4 be an orthonormal decomposition of p4. To
purify ps we let R be a system with the same state space as A, and fix an
orthonormal basis {|i)z}. We then define the pure state

JAR) = ) \Pilidali)e.

and note that this has the desired property that

trr (AR)(ARI) = )~ VPifp; li)a Cilatrlidg (il
ij
=) (ilidr VPiPjlidails
ij

:Zpi liy (ila

:pA’

since (i[j)r = 0 when i # j. O

3.1.6 Classical-quantum systems

A special type of composite systems that will be particular interest is classical-
quantum systems. This is composite systems where one of the states is com-
pletely classical, and the other is quantum. One way these can arise is during the
execution of a cryptographic protocol, where at the end Alice has some classical
information, about which an adversary holds some quantum information. To
describe this structure, we will first see how we can write a classical probability
distribution as a density matrix.

Suppose that we have a classical random variable, with distribution P over a
set S ={1,2,...,d}. Then we can identify the elements in S with basis elements
from the standard basis for Cl/, and hence express a source preparing each of
these possible states |s) with probability p; by the mixture

ox =) _psls)(sl.
ses

Note that this is just a diagonal matrix, with the probabilities on the diagonal.
Assume now that depending on the outcome of P, one prepares a quantum state
E in one of |S| ways, with associated density operators {p,}scs. Then the joint
state of the classical system and the quantum system is given by

PXE = Zps |5><5| ® Ps-

seS
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In general we will call a system with density operator of this form a classical-
quantum system, even when it is obtained in a different way.

3.2 Quantum computation theory

Much like the classical theory of computation, quantum computation theory
deals with what problems it is possible to solve for a theoretic model of a
quantum computer (computability theory), and how fast it is possible to solve
these problems (complexity theory). In this project we generally do not go into
details on these topics, and hence we also keep this section brief. We note that
this is despite the fact that much like their classical counterparts, both topics are
highly relevant for cryptography. The first part of this section follows [Hid19].

A good place to start our considerations might be in the classical world.
In 1936, Allan Turing invented the Turing Machine, which the Chruch-Turing
Thesis tells us can be used to decide if a classical computer can solve a classical
problem or not.

Theorem 3.17 Church-Turing Thesis.
If an algorithm can run on a piece of hardware, then there is an equivalent
algorithm for the Universal Turing Machine (UTM).

Using this thesis, one needs only to consider the UTM to decide if a problem
can or cannot be solved by a computer. The UTM is a well-defined mathematical
model for computation, and it is therefore much more straight forward to argue
about. Since it is straight forward to (inefficiently) simulate a quantum computer
on a classical computer, the Church-Turing Thesis is also applicable to deciding
if a problem can be solved with a quantum computer.

The original Church-Turing Thesis say nothing about how efficient a prob-
lem can be solved, and an updated version was therefore introduced, the Strong
Church-Turing Thesis. This thesis, however, proved to be insufficient for proba-
bilistic algorithms, and hence one uses the Extended Church-Turing Thesis.

Theorem 3.18 Extended Church-Turing Thesis.
Any algorithmic process can be simulated efficiently using a Probabilistic
Turing Machine (PTM).

Which still hold for classical computers. However, the thesis is not strong
enough for quantum computation, since there are problems that a quantum
computer can solve exponentially faster than a classical PTM can. To circumvent
this, the Quantum Extended Church-Turing Thesis (QECTT) was introduced.
This thesis still stands.

Theorem 3.19 Quantum Extended Church-Turing Thesis.
Any realistic physical computing device can be efficiently simulated by a
fault-tolerant quantum computer.
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With the QECTT one can start classifying the problems that can be solved
by a quantum computer, by how efficiently they can be solved, extending the
classical complexity-zoo to include quantum classes. The existence of algorithms
such as Shor’s algorithm* motivates the addition of additional quantum classes
to the complexity zoo. We exemplify with the two most common quantum
complexity classes. Additionally, in Figure 4 we illustrate a commonly believed
view of the complexity zoo.

Example 3.20 Bounded-error quantum polynomial time (BQP).

The first such class is bounded-error quantum polynomial time, and is the
quantum analogy of bounded-error probabilistic polynomial time (BPP). BQP
is the class of problems for which there exists a polynomial time randomised
quantum algorithm that solves every instance with a success probability of at
least 2/3. Shor’s algorithm is contained in BQP.

Example 3.21 Quantum Merlin-Arthur (QMA).

The Quantum analogy of NP is quantum Merlin-Arthur. This is the set of
problems, where if a specific instance of a problem is a yes-instance, then there
is a polynomial size quantum proof (a quantum state), that the polynomial time
verifier accepts with high probability. Additionally, when the answer is no, every
polynomial size quantum “proof” is rejected with high probability.

G
o™

Figure 4: A view of the complexity zoo

So far, we have omitted discussing the model of computation that is the
quantum analogy of the Turing Machine, and in our statement of the QECTT
we just said “quantum computer”. In practice, there is a direct analogy to the
classical Turing Machine — the Quantum Turing Machine — but it is more
common to use the quantum circuit model. This model consists of a sequence of
quantum gates, acting sequentially on n qubits, i.e. (C?)®". As gates one allow
any unitary transformation on (C?)®". Note that a gate that only acts a subset of
the n qubits is extended to (C?)®" by letting it be the identity transformation on
the remaining qubits.

4Shor’s algorithm factors an integer in polynomial time, a problem that is generally not believed to
be solvable in polynomial time on a classical computer.
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At this point, we can define when a quantum algorithm runs in polynomial-
time. We say that a quantum algorithm is polynomial in n, the size of its input,
if it is implementable by a family of quantum circuits {C, },cy, such that the
number of gates in C, is polynomial in n. With this definition we can define
when two quantum states are quantum-computationally indistinguishable.

Definition 3.22 Quantum-computationally indistinguishable.

Two quantum states of size 1, p and o, are said to be quantum-computationally
indistinguishable, if any polynomial in n algorithm has negligible in n ad-
vantage for distinguishing p from ¢. We write this as

p=o.

3.3 Quantum information theory

Quantum information theory is the quantum analogy of classical information
theory, and includes the adaptation of many topics that are studied there. Hence,
quantum information theory includes the quantum version of topics such as
noise, distinguishability, error-correction, entropy, and compression. In this
section we present some quantum information theory, focusing mainly on
entropy and comparing the closeness of quantum states.

One of the most fundamental results for quantum information theory is the
no-cloning theorem, which states that it is not possible to perfectly duplicate a
quantum state. The importance of this result cannot be overstated, and we will
make both explicit and implicit use of it many times.

Theorem 3.23 No-cloning theorem.
There exists no state |s) € H and unitary U acting on H?, such that for every
state |})

Ullp)®ls)) =) @),

Proof. We assume that the |s) is an arbitrary, but fixed standard pure state.
Assume towards a contradiction that such U exists. Then, in particular, we have
that for any |¢) and [) in H

Uiy ®1s)) =) @),
U(lp)®ls)) = [y @[b).

Taking the inner product of the right-hand sides we obtain that

(1) ®1), [V ® 1Y) =(bIY) (PlP) = ((Dlh))?,

and from the left-hand sides that

UlIpyels), Ulb) ®1s)))y =(Ip)y @1s), UU([b) ®1s)))
=(1P)®ls),[P) ®[s))
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=(PlY) (sls)
=(PlY).

Since the only solutions to x = x? is 0 and 1, this implies that either |p) = |),
or [¢) L |). But clearly this cannot always be the case, contradicting that U
clones arbitrary states. As a concrete example of this failing, consider H = C?,
|¢) =10) and [P) = [+). Then neither |$p) = |) nor |dp) L |P) are true, giving us a
contradiction. O

The next topic for consideration is that of comparing quantum states. The
canonical way of measuring the closeness of two states is by their trace distance,
which defines a metric on B(H). In general, it is not as straight forward to
compare quantum states as it is to compare classical states. Consider that in
a classical world, talking about the closeness of two bit-strings can be done in
several well-defined, and meaningful ways (depending on application). One
could look at the number of indices in which they differ or compare their
respective Hamming weight. When moving to a quantum setting where we
might have superpositions of strings it is not immediately clear how these
notions should even translate. We will consider this problem in Section 3.4.

Definition 3.24 Trace norm and trace distance.
For any state p, the trace norm of p is defined as

llpller := tr+/pp*.

For any two states, p and o, we define their trace distance as

1
A(,0) = 5llp= ol

It can be shown that an equivalent definition of the trace distance is
A(p,0) = mPaxtrP(p -0),

where the max is taken over all positive operators P < I. This interpretation is
harder to work with, but particularly useful for understanding the results we
will obtain; it shows that the trace distance is exactly the maximal likeliness of
distinguishing between p and o. Hence, it must be the case that if A(p,0) <e,
then p acts exactly like o, except with probability . This motivates the following
definition.

Definition 3.25 Statistically indistinguishable.

Two quantum states p and o are called (statistically) indistinguishable if their

trace distance is negligible.

We note that this is a stronger property than being quantum-computationally
indistinguishable, since for any circuit to be able to distinguish the states, they
need to act differently. When we are only interested in two states being quantum-
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computational indistinguishable we might therefore just write p Lo, even if
they are in fact statistically indistinguishable.

For details about this interpretation of the trace distance, and a proof of
the equivalence of the definitions, we refer to chapter 9.2.1 of [NC02] and 2.11
of [Gra21].

An useful identity for computing the trace distance of pure states is given
by the following theorem.

Theorem 3.26 An identity for the trace distance of pure states.
If |¢) and |) are both pure states the following identity holds:

A(IP) (DL IPY () = /1= {lh) .

Proof. For readability we use the following abbreviations:

T 1= 1) (x|,
D :=my — 1y,
Since D is self-adjoint, it follows from eigendecomposition that there must exist

a unitary operator U such that for the diagonal operator A, with the eigenvalues
of D on the diagonal, we have that D = UAU". Therefore, we have that

def
IDlly; = tr VDD~
=tr VUAU*UAU*

= 1Al (3:2)

I.e., the trace-norm of D is the sum of the absolute value of the eigenvalues of
D. If Ty = Ty the theorem is trivially true, since then the trace distance is 0,
and ($|p) = 1. Hence, we assume that 1y # 1. Then the rank of D is 2, and
therefore we have two non-zero eigenvalues. Now, using the properties of the
trace we obtain that

tr(A) =tr(mg) — tr(my)

tr(|) (pl) — tr([) (bl)

tr((PlP)) — tr((Yl))
=0.

Since the trace of a matrix is the sum of its eigenvalues, we must have a pair
+\ for some A € R. Together with Equation (3.2) this implies that ||D||;; = 2A. To
find A we now observe that A? is an eigenvector for D2, and hence

2)% =trD?
=tr(mg — wq))2
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=trné—2tr(n¢n¢)+trni (3.3)
=2-2[(plp) P, (3.4)

where (3.3) follows from linearity of the trace, and (3.4) from the states be-
ing pure, and the cyclic property of the trace. Note that this implies that

A=V1-[(dlp) [

Finally, combining this with our earlier observation that ||D||;, = 2\, we

obtain that
[IDllr = 24/1 = KbIW) 12,

which, together with the definition of the trace distance, proves the theorem. [

3.3.1 Entropy and privacy amplification

In this section we extend the notion of the entropy in a random variable to the
entropy in a quantum system. Our focus is on the min-entropy for classical-
quantum systems, which we will make use of later, but we also introduce von
Neumann entropy, which is the quantum equivalence to Shannon entropy,
defined in Definition 2.3.

Similarly to how the Shannon entropy can be considered a measure of the
randomness in a random variable, the von Neumann entropy can be considered
a measure for how much uncertainty there is about the state of a quantum
system.

Definition 3.27 wvon Neumann entropy.
For a density matrix p € B(H4) with non-zero eigenvalues Ay, ..., A, the von
Neumann entropy is defined as

n
S(p) := Z)\i log A;.
i=1

Note that one would expect there to be no uncertainty about the state of
a pure state, and indeed, a pure state [{) has only one non-zero eigenvalue,
namely 1, and hence, the von Neumann entropy in |{) (| is

S(lpy(Y)) =1-logl =0.

While the notion of both Shannon and von Neumann entropy has many
uses, it is of limited use for indicating security in cryptography. Consider the
following example.

Example 3.28

Alice uses a probabilistic process to obtain a key K € {0, 1}", which she then uses
to encrypt some data. However, the process have a 50% chance of returning
the all-zero string, and a 50% chance of returning a non-zero string of length
n, chosen uniformly at random. Considering the key as a random variable, the
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Shannon entropy is easy to increase; for example, going from n =8 ton =16
we increase the Shannon entropy in K from H(K) =~ 5 to H(K) ~ 9. However, we
note that there is still a 50% chance that the key is the all-zero string, so any
attacker would be wise to try this key first, making the encryption essentially
useless half the time. This clearly show that another notion of entropy could be
useful.

For this purpose we introduce the notion of min-entropy. In a classical
setting, the min-entropy is

Huin (P) = —108 (maXPz‘):
pi€P

i.e. minus the logarithm of the most likely outcome. Hence, in Example 3.28
the min-entropy of K is exactly 1, regardless of the length of K. An equivalent
definition is the largest « € R such that all events occur with probability at most
27¢,

Moving to the quantum setting, one can define the min-entropy of a quantum
system using the operator norm of the density matrix, that is

Hmin (P) = _log ”p”ool

where the sup-norm essentially takes the role of max in the classical setting.
However, we will be interested in Renner’s conditional min-entropy [Ren05] of
a classical system X conditioned on a quantum system E.

Definition 3.29 Conditional min-entropy.
For a classical-quantum state pxp ,the min-entropy of X conditioned on E is

Hinin (px£|E) := supmax{h € R: 27"y ® o — pxp > 0}.

OF

We note that just like the von Neumann entropy is similar to the Shannon
entropy, the quantum min-entropy is similar to the classical min-entropy. We
take supremum over o € Hg and then the largest & € R such that 27"y ®op -
pxEg is a positive semi-definite operator, which is conceptually the operator
equivalent of a number being non-negative. Note that in the special case where
ox is the maximally mixed state, one obtains that h = logd where d is the
dimension of X. Additionally, we use the following fundamental property of
the min-entropy; it can only increase when parts of the system it is condition
on are measured. If o/ is obtained by measuring o then

Huin(pxEl0E) < Hmin(pxglog). (3.5)

An essential tool for when we prove the security of the OT-protocol, is
privacy amplification. Conceptually, privacy amplification allow us to extract a
short but highly secret string from a longer but only partially secret string. We
use Renner’s privacy amplification theorem [Ren05; RK05] for this, which relies
on two-universal hash functions.
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Definition 3.30 Two-universal hash function.
A family F of functions f: X — ) is called a two-universal hash function if
for f < F and for any distinct x,y € X the following holds:

1

Pr(f(x)=f(y)] < Mk

From now on, we will assume that ) = {0, 1} for some ¢ € N, and that X’ = {0,1}"
with n > {. Renner’s theorem for privacy amplification then guarantees the
following.

Theorem 3.31 Universal hash functions and privacy amplification.
Let pxg be a classical-quantum state. Let F be a two-universal hash function
from {0,1}" to {0,1}¢, and f < F. For K = f(X) we then have that

1
Alpxe, 2 Tx ® pp) < - 272 Hn XN,

N

Which is in line with our description of what privacy amplification is; if X
contains sufficiently much more than ¢ bits of entropy even when given E, then
f extracts a nearly uniformly random string of length ¢ from X.

3.4 Sampling games in a quantum setting

In this section we will build upon the work we did in Section 2.3, and extend
our notion of sampling strategies to the quantum setting, where we consider
composite qubit systems, rather than bit strings. This section consists mostly of
a presentation of the theory for quantum sampling as developed by Bouman
and Fehr [BF10], with a greater amount of details and extended explanations of
the proofs of Theorem 3.39 and Lemma 3.41.

Some of the work we did in Section 2.3 can be directly extended to a quantum
setting, but other parts will need to be reconsidered. This is exemplified by the
fact that while a sampling strategy can be defined exactly the same way,” it is
not clear how to interpret the value obtained from this. While we want this to
indicate if the remaining subsystem is close to an all-zero state, it is not clear
what “close to” should mean, eg. should it be that only a few subsystems can
be in states other than |0), or maybe that if the system is in a superposition of
different states, then any state that is different from the all-zero state has a very
small amplitude? Before we delve into answering this question (and more) we
will describe our setting.

Remark 3.32
As noted in Footnote 5, a classical sampling strategy is also well-defined in
the quantum setting, so Definition 2.16 is directly reused as our definition of

5Indeed, any classical sampling strategy can be directly adapted to a quantum sampling strategy;
one simply measures the subsystems indexed by t in the computational basis to obtain a string

qr €{0, 1)1,
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a sampling strategy.

Where we previously considered bit strings of length 1, we will now consider
n-partite quantum systems A = A A, ---A,,, where for simplicity we assume that
each subsystem is a qubit, i.e. the state space of each subsystem is C?, and hence
H 4 = (C?)®". Further, we allow A to be entangled with some arbitrary state E,
with finite dimensional state space Hg. We assume that the joint state of AE is
pure, and note that if this was note the case, one could purify the state by adding
a system R as in Theorem 3.16, or equivalently by increasing the dimension of
Hg. Hence, we write the state of AE as [pap) € Ha ® HE.

Turning our attention back to the problem of what property we want to be
able to conclude about the unused systems in A, a natural approach is to first
extend the definition of relative Hamming weight, and then use this definition
to describe the desired property.

Definition 3.33 Relative Hamming weight of a classical-quantum state.

For a system AE, a state |p4g) of AE has relative Hamming weight f within A
if it is of the form |pAg) = |b)|pg) with b € {0,1}" and w(b) = p. Similarly, for
any subsystem A’ C A the relative Hamming weight of AE within A’ is w(b’)
where b’ is the string of the entries in b, corresponding to the systems in A’.

With this definition a natural property — and a useful one, as we will
later see — is the following. If the outcome of a sampling strategy is f(t,4;,$),
then we wish to conclude that the state of the remaining subsystem A;E is
in a superposition of states with relative Hamming weight within A; close
to the outcome, up to a (small) error. To do this, we (ab)use the set B?s, of
strings b € {0, 1}" such that |w(b7) — f(t, by, s)| < O, see (2.1), by extending it to the
quantum setting, defining

span(BY,) := span{lq): g € B} = span{lq) : [w(q) — f (£, qs,5)| < 8} C Ha.

Ie., the subspace of vectors that are linear combinations of “strings” with
relative Hamming weight d-close to f (¢, q;,s) within Az. This definition implies
that if a state |p4g) is in span(B?s) ® Hp for some t and s, and exactly this t and
this s are chosen when sampling, we can be certain that regardless of what we
find f(t,4;,s) to be, the state of A;E is in a superposition of states with relative
Hamming weight 6-close to f(t,q;,s) within A;.

Example 3.34

Let us consider what elements span (Bgs) consists of linear combinations of. For
simplicity, we restrict our consideration to the sampling strategy from Example
2.19, i.e. random sampling without replacement.

Clearly, for any 9,s, and t, we would have |00---0) and [11---1) in span(Bf”s);
the estimate of the Hamming weight,f (¢, q;,s), is respectively 0 and 1, which is
also exactly the Hamming weight of the remaining subsystem.

Now, what other elements are in there depends on t and d. Assume for
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simplicity that n is even, and |t| = n/2 (i.e. that exactly half of the entries are
used for estimating). Then we consider some cases

* If 5 < 1/|t|, there are no strings with a single entry differing from the rest;
for such a string either f(t,q;,5) =0 (or 1) and w(gz) = 1/|¢| (or 1 —1/|¢t|), or
vice versa, meaning that |w(g;) — f (¢, 4;,$)| = 1/]t| > 6. On the other hand,
for any fixed ¢, span(B?s) contains all the strings with one differing entry
in q; and one differing entry in g; here either w(q;) = 1/|t| = f(t,4;,s) or
w(q) =1 =1/ltl = f(£,91,5)-

Similar arguments hold for all strings with an odd number of entries
different from the majority, and for strings with the same number of 0’s
and 1’s inside g; and g5.

 If 1/|t| < & < 2/|t| we have not only the strings that we argued was in the set
if 0 < 1/|t|, but now also all the elements where there is one more differing
entry in either g; or g, eg. for any ¢ we have |[100---0), [010---0), and so
on, in span(Bi”S).

One could continue for 2/|t| < 6 < 3/|t|, and so on, and for different sizes of t,
where it starts to matter if the differing entry is in g; or g;.

Having defined the property that we want to conclude that the remaining
subsystem has, we turn our attention to defining the error probability in our
quantum setting. Essentially, the idea is to take the worst case distance between
the real state, and the closest ideal state, for which the property holds. To for-
malise this we use the following construction. Consider the classical-quantum
system TSAE, given by the classical independent random variables T and S,
with distributions Pr and Ps, and the quantum systems A and E as in the start
of this section. Since the choice of ¢ and s is independent of the state of AE, the
state of TSAE can be written as

orsae = ) Prs(t,s)ls)(ts|@ldae) (dael-
t,s

We will call this the real state of TSAE, and we wish to compare it to an ideal
state of TSAE, which will be of the form

Orsar = ) Prs(ts)|s)(tsI@1Gl) (Bl (3.6)
t,s

where for 6 > 0, we require that |<f)f42) € span (B?S) for all t and s, and where
|q~)2§5> therefore implicitly not required to be independent of t and s. Note that
this ideal state has exactly the property we required of it, namely that after
measuring A; and observing g;, the state of A7E is in a superposition of classical-
quantum states with relative Hamming weight 6-close to f(t,q;,s) within A;. We
can now define the error probability in our quantum setting, but before doing
so we give a small example.
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Example 3.35 Continuation of Example 3.34.

Consider a 4-qubit system A, without an entangled system, and continue using
the sampling strategy from Example 2.19, with |t| =n/2 =2 and 6 < 1/|t| = 1/2.
Here we could imagine that AE (or just A, since there is no entangled system E)
is in the pure state [1111). Writing ¢ as a bit-string with a 1 indicating that we
use the entry for testing, and a 0 indicating that we do not, we obtain that the
real state is

prsae =pra =) Pr(lt)(tl®]1111)(1111|
t

=11100)¢1100/®[1111)(1111|+ L[1010)(1010/®[1111)(1111]|
+111001)¢1001|®[1111)(1111|+ L[0110)(0110[®[1111)(1111]
+110101)¢0101|®[1111)(1111]+ L[0011)(0011|®[1111)(1111],

while an ideal state could be
PTSAE =0TA = ZPT(t)|t><f|®|<f>f4><4~>fq|
T

=111100)(1100]®|1001)¢1001|+ £]1010)(1010|®[1100)¢1100]
+£]1001)(1001|®]0011)¢0011|+ %[0110)¢0110|®|1111)(1111]|
+110101)¢0101|®]0011)(0011|+ £|0011)¢0011|®|0000)(0000].

Note that each qu is in span (Bf’). To lower bound the distance between pr4 and
the ideal states, one could now take the trace distance between pr4 and pr4.

Definition 3.36 Quantum error probability.
The quantum error probability of a sampling strategy W = (Pr, Ps, f) is pa-
rameterised by 0 < 6 < 1 and defined as

d

€quant(¥) 1= maxmax min A(ppTsA,PTSAE) (3.7)

HEe |paE) PTSAE

where the first max is over all finite-dimensional state spaces Hp, the second
max is over all state vectors [pg) € Hy ® Hg, and the min is over all ideal
states prsar, defined as in (3.6).

Example 3.37 Continuation of Example 3.35.

Comparing the definition of the error probability and the states described in
Example 3.35, we observe that comparing the two states we described would
lower bound the two outer maxes; both the choice of E being the empty system,
and our choice of |4 ) is allowed. However, we did not pick the closest ideal

state; since |p4g) € span (B?'S) we could have chosen pr4 = pra, with which we

)

just obtain the rather trivial lower bound 0, for &g,,n

Summing up, this definition guarantees that even in the worst case, the
state of A;E is at least sguant-close to some superposition of states with relative
Hamming weight o-close to f(t,4;,s), and (remembering that an alternative

Page 44 of 85



Oblivious Transfer in
Quantum Cryptography

definition of the trace distance is the maximal probability of telling the two
states apart) it therefore behaves exactly like such a superposition, except with

probability €

0
quant*

Remark 3.38
Similarly to the classical setting, all of these result generalise to comparing
to any fixed reference state, rather than just the all-zero state. For instance, if

|5 is given by
) =1%1)e, ®1%2)p, ® - ®1%1)g

for fixed reference bases 0 € {+,x}" and reference string % € {0,1}", then
one could replace measuring in the computational basis by measuring in
the Hadamard basis whenever éi = X, and consider the relative Hamming
distance to £, instead of the relative Hamming weight.

3.4.1 Comparing quantum and classical error

While it might appear to be rather hard to compute the quantum error probabil-
ity, we shall see that there is a simple connection between the error probability
of a sampling strategy in the classical setting and in the quantum setting. Hence,
when using the strategies we considered in Section 2.3.2 in a quantum setting,
we can easily tell how well they are guaranteed to perform.

Theorem 3.39
For any sampling strategy W and any 6 > 0 we have:
Eguant(\y) < ‘C-SlaSS(‘P)-
Example 3.40 Continuation of Example 3.37.
Once we have proven this theorem we can immediately find an upper bound

for the error of the situation considered in Example 3.35 and Example 3.37.
Combining the theorem and Example 2.19 we see that

- : [ 1
5 /
€quant < s <4/ 2exp (_E 5?2 2).

The proof of Theorem 3.39 consists of an explicit construction of an ideal
state Prsap with the desired properties, for an arbitrary real state. This also
takes care of showing that (3.7) is actually well-defined, a consideration that we
have so far omitted.

The idea behind the proof is relatively straight forward. Fixing a real state,
we decompose it by projecting it onto the space of ideal states and its orthog-
onal compliment. One can then interpret the amplitudes of each of these two
components as the probability that the measurement outcome of the real state is
in each of the orthogonal subspaces, which gives a relation to the classical error.
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Finally, using the identity from Theorem 3.26 and Jensen’s inequality leads to
the desired conclusion.

Proof of Theorem 3.39. We will show that for any fixed ¢ > 0, arbitrary Hg, and
arbitrary |pag) € Ha ® Hp, there exists an ideal state prsag with

A(prsae, PrsaE) <4/ S

Towards this end, we fix 6 > 0, and for each pair ¢, s we define |cf) ) to be the
re-normalised orthogonal projection of | 4£) onto span (B ts) ® Hg, and |¢p"+
to be the re-normalised orthogonal projection of |$4g) onto span(B 75) ® Hg.
Thus, we can decompose |p4g) as

|PaE) = (PREIPAEI PSR +(DUEIDAR DSE)-

Note that due to the orthogonality of |$.) and |7 ) this implies that

1=[llpap) I

=Pl DARY LY + (DI dar) IS

=[5l Dar) PGS IP + KDt Idar) PIIGLE 1P
=ULEEIPAE) P + (P Idar) . (3.8)

Observe that [($.par) | is exactly the probability of observing q € B?S

when measuring subsystem A of |¢p4g) in the computational basis, i.e. Pr[Q €

?s] where Q is the random variable for the measurement outcomes. Similarly,
(pLEIbap)I? is Pr[Q € BY,]. Hence, we have that

ZPTS (8,9 PREIPar) I = ZPTS (t,s)Pr[Q e BY,]

=Pr[Q ¢ BT,S]

=) Po(g)Prlqe B} ]
q

s(m;xPr[q 3 B%S]) ;PQ(‘])

=maxPr[q ¢ BE% s]
q ,
= . (3.9)

~“class

If we now construct prs4g as in (3.6), using |<[~)25E) constructed as above, we
can find the trace distance between prsar and Prsag.

A(pTsaE, PTsAE) = (ZPTS (t,5)It,5)<t,s|®|PaE) (PaEl,

Y Prs(ts)lts)tsleldi) @) (310
t,s
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- XPTs<t,s>|t,s><t,s|®|q">z;><q">zz (3.11)

tr

NI»—*

It ) (L sl@IduEy (DUl (3.12)
—ZPTS (t,9)A(1t,) (s @D ar) (Dael,

It, )t sl ® 1) (Pia ) (3.13)
<ZPTS (t,5)A(dar) (Parl, 1bie) (DhE (3.14)

where Equation (3.10) follows from inserting the definitions of prsar and prsak,
Equation (3.11) from the definition of the trace distance, Equation (3.12) from
the triangle inequality, Equation (3.13) from going back to the trace distance,
and Equation (3.14) from tracing out the classical systems and noting that the
trace distance is contractive under trace preserving operations, such as that
partial trace [NC02]. With some tricks we can further simplify this.

(3.14) =2PTs<t,s>\/1 ~(B5elbar) (3.15)
—ZPTS (551Dl bar) 2 (3.16)
~Ers | V1@t H0ae) ] (317)

<\JErs [[(@5£10ar) ] (3.18)
ZPTS (£, ) (PLEIDar) (3.19)

.5
<V ass’ (3.20)

where Equation (3.15) follows from both |$p4¢) and |<I>;fE> being pure, so we can

apply the identity of Theorem 3.26. Equation (3.16) follows from Equation (3.8)
implying that |<(]>tSJ‘|¢>AE>|2 =1 —|<q> |¢AE)|2, and Equations (3.17) and (3.19)
are just packing and unpacking the definition of the expected value, so we can
apply the concave version of Jensen’s inequality (Theorem 2.2) in Equation
(3.18), which we can since taking the square root is concave on the interval [0, 1].
And finally, Equation (3.20) follows from Equation (3.9). O

Finally, two closing remarks on the theorem. First, we note that it has been
shown that for many sampling strategies, e.g. Example 2.19, this bound is
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tight [BF10]. Additionally, it should be noted that it follows from the Hilbert
projection theorem that the ideal state prgap as constructed in the proof is
indeed the state that minimises the distance to prgag.°

3.4.2 Bounding the min-entropy

As the final part of our investigation into sampling strategies, we will see how
we can use that a state is (close to) a superposition of states with approximately a
given relative Hamming weight, to bound the min-entropy of a state. Our result
is based on the following lemma, which essentially states that measuring parts
of a superposition of a small number of orthogonal states produces a similar
amount of uncertainty as when measuring the mixture of these orthogonal
states, where entanglement can play no role.

Lemma 3.41
For A and E, arbitrary quantum systems, {|i)};c7 and {|{w)},e)y be orthonormal
bases of H,, and let |p4g) and p%i;‘ have the forms

[Dap) =) aili)Idp),

ieJ
on =Y Il 1 1916} (0},
ieJ

for some J C Z. If one let pyyr and prvr% denote the classical-quantum systems

obtained by measuring subsystem A of | 4g) and p%i_:", respectively, in basis

{lw)}wew, observing outcome W, then

Hinin (pwElE) = Huin (pTrs|E) — log J|.

It is essentially sufficient to show that H;, (pnm‘,i;lE )—log|J| is contained in

the set that Hy,i, (pwglE) is the supremum of. However, showing this takes
some work. What we do is that we first argue that if |[J|p}i/s — pwE is positive
semi-definite operator, then the claim holds. Then we show that this is indeed

the case, by straight forwards algebraic calculations.

Proof. By Definition 3.29 we have to show that for h = H;, (vaIv‘iEIE) and arbi-
trary op € Hg the following operator is positive semi-definite

218D © 65 — oy, (3.21)

since then Hy;, (pIV‘C,iEIE ) —log|]| is in the set that we take the supremum over.
mix

To show this, we will show that Iflpﬁ}iﬁ > pwe (in the sense that |J|pJi's — pwE,
is positive semi-definite), since it then follows that

21081 @ o — oy =27"|J [T ® o — pw

6The Hilbert projection theorem can for example be found as part of Theorem 1.24 of MacCluer’s
Elementary Functional Analysis [Mac09]. The claim follows immediately from point (d).
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>27M ]y ® o — |J]pTx
=127y ® o - X, (3.22)

and that the last line is positive semi-definite follows immediately from our
assumption; & is picked such that 27"y ® op — p?};" is positive semi-definite, and
hence |J|(27"x ® o — p‘)?]is") is also positive semi-definite. Equation (3.22) being

positive semi-definite implies that (3.21) must also be positive semi-definite.

To show that |[J[p%iX > py . we first write out the post-measurement states of
pwe and Py

owe = ) _(wh(wl®Tp)par(w)(wl®Tr)
weWw

=) (w) w8 1e) [par) (darl (w) (Wl @Tr)

wew

=) (w)wlel) Za,-|z'>|¢g>][ia—j<¢;|<j|](|w><w|®HE>
wew ieJ jeJg

=) ) adhw)wli)lwywl @ lok) (@,
weWi,jej

o =) (wh(wl®Ip)ph(w)(w| @ Tk)

wew

=) (wywlel) Da#|i><z‘|®|¢j;><¢g|]<|w><w|®ﬂf>
wew ieJ

=) lal’ ) [l P w) wl @ o) (-
i€] wew

Now, recalling the definition of being positive semi-definite, we need to show
that (E|(|]|()If/n\/i};E —pwe)l&) = 0 for all |€) € H)y ® Hg. In order to do this we first
consider |E) on the special form |&) = [v)|{g) with v € W. Noting that (v|jw) =0
for v,w € W and v = w, we obtain that

ElowElE) = Y ard; (vli) (ilv) (Welpl) ()

i,jeJ
= Zai<v|z'><¢E|¢2>][Za—j<j|v><¢£|¢g>]
i€] jel
- Zai<v|i><¢5|¢;;>][zai<v|i><¢E|¢3g>]
i€] i€]
2
=) e iy (Welop)|
i€]
EIOIE) = ) oy Pl PIC Dl ) P
jel
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2
> 1D 0y el (3.23)
jel
1

Zm (ElpwElE),

where the inequality in (3.23) is an application of Titu’s Lemma (Corollary 2.1).
At this point the non-negativity in this special case follows from linearity

CENTIORX — oy p)IE) = EITIPTXIE) — (ElpwElE)
> (ElpwElE) — (ElpwElE) = 0.

For the general case we note that we can write any elements |€) as

€)= ) Bulw)|VF) e Hyw®Hp,

wew

and the claim now follows from linearity, and noting that for v # v’ we have

(v, Velpwelv', V) = 0 = (v, Pelouxlv’, v;),

so all the cross-products vanish. O

We will now consider how we can apply this to an n-qubit system A that
is exactly like we ensure that A; acts (except with some small error) after we
have measured A;, i.e. where |p4) is a superposition of states with relative
Hamming wight d-close to  within A;

par) = ) cwlb)I§P).

be(0,1)"
lolb)-Bl<od

First note that for 5+ p < 3 we have
(b € {0, 1}": |w(b) — Bl < 8} < |{b €{0,1}": w(b) < &+ B} < 2"E+)",

where h is the binary entropy function, defined in Definition 2.3. Now, fore-
seeing that we have ] = {b € {0,1}": |w(b) — B| < 8}, we see that we will have that
log|J| <h(B + d)n.

Further, we note that since measuring the qubits in b in the Hadamard basis
produces uniformly random bits, we can lower bound the min-entropy of the
mixed state; from its construction there is no entanglement between A and E,
and hence someone in control of E cannot know anything about the outcome of
measuring these qubits, other than it was uniformly random. Assume that we
measure m < n of the bits in b in the Hadamard basis. Then there are at least m
bits that are uniformly random, so even the most likely event cannot happen
with probability greater than 27", and hence H,;, (p%iEX|E) > m.

The following corollary follows immediately from these observations and
Lemma 3.41.
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Corollary 3.42

Let A be an n-qubit system, let the state |pog) of AE be a superposition of
states with relative Hamming weight d-close to f within A, where +p < 3,
and let X be the random variable obtained by measuring A in basis 0 € {+, x}",
where m of the entries in 0 are x. Then

Hrnin (pXE|E) > m— h(ﬁ + 6)”

Observe that this corollary is directly applicable to quantum cryptography,
in the following way. Suppose that Bob prepares and hands over an n-qubit
quantum system A to Alice. This system should be in the all-zero state (or any
other state, see Remark 3.38), but since Alice cannot know if Bob is dishonest,
the state could be anything, possibly even entangled to some system E that Bob
controls. From Corollary 3.42 it then follows that if Alice applies a sampling
strategy to convince herself that the remaining subsystem of AE is close to
a superposition of states with bounded relative Hamming weight, then the
measurement outcome of the remaining subsystem of A behaves similarly to
the case where Bob honestly prepared A — and most importantly did not
entangle A and E — with respect to the min-entropy. In Section 5.2 we will use
this approach to show that the BBCS92 protocol is secure against a corrupted
receiver.
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4 Introduction to quantum cryptography

In this section we will introduce the notion of security that we use, and consider
some introductory examples for quantum cryptography.

Before introducing our notion of security, we remark that it is not the only
notion of security in a quantum world, and that there are even many problems
where this definition is meaningless, guaranteeing nothing useful. This is due to
the fact that we are only concerned with security against one of the participating
parties acting dishonestly, and not in other forms of security, such as security
against eavesdroppers. Hence, even for the classical quantum cryptographic
result quantum key distribution, our notion of security is useless, and a different
notion should be used.

It is a well known result that when we consider adversaries that can per-
form quantum computations, many well known, and widely used, classical
computational hardness assumptions are no longer secure. Probably the best
know example of this is Shor’s algorithms that factors integers and compute
discrete logarithms in polynomial time, implying that many classical computa-
tional hardness assumptions no longer hold (eg. the RSA and discrete logarithm
assumptions). From here there are two different paths to consider. One is to
replace the use of these broken assumptions with assumptions that are still
believed to hold against quantum adversaries leading to what is referred to
as “post-quantum cryptography”. An example of such an assumption is the
following.

Remark 4.1 Learning With Errors (LWE).

Let Z, denote the ring of integers modulo g, and Zj the set of vectors of
size n over Zq. Further, let f: Z;’ — Zq be a linear functional. Then the LWE
problem is to find f (or a close approximation) given a sample consisting of
pairs (x,y) where x € Zj and y € Z; with y := f(z) + 11 where the noise term 7
is sampled from some known distribution over Z,.

This problem was introduced by Oded Regev in 2005 [Reg05], who
showed that the problem is as hard to solve as several worst-case lattice
problems and how the problem could be used to create a public-key en-
cryption scheme. The assumption that the LWE problem is hard to solve is
referred to as the LWE-assumption, and is believed to hold against quantum
adversaries.

A different approach is to explore how quantum mechanics can be used in
a way that is beneficial to us. Typically, this is done by proving results under
quantum versions of much weaker assumptions, when compared to the classical
assumptions that the results usually rely on. This approach is referred to as
quantum cryptography, and is where our focus is. We consider examples in
this in Section 4.3, where we argue that there is an information-theoretically
secure protocol for key distribution if one of the parties can send qubits to the
other. Similar key-distribution protocols in a purely classical setting typically
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relies on computational hardness assumptions. In Section 5 we show how to
obtain oblivious transfer from bit-commitments, which in turn can be obtained
from post-quantum one-way functions (pq-OWF), which is a much weaker
assumption than the RSA-assumption that is typically used for oblivious transfer
in a classical setting.

Definition 4.2 Post-quantum one-way functions.

Post-quantum one-way functions are one-way functions as defined in Def-
inition 2.7, with the additional property that they are still secure against
adversaries with quantum powers.

As indicated above, the assumptions used in quantum cryptography varies.
Ideally, one would like to make as few assumptions as possible and obtain uncon-
ditionally secure protocols, like the one for quantum key-distribution. However,
it has been shown that it is not possible to obtain unconditionally secure bit-
commitments and oblivious transfer [Lo97]. However, both bit-commitments
and oblivious transfer can be constructed from pq-OWFs, which can be con-
sidered the second weakest assumption. Drawing inspiration from Russell
Impagliazzo’s five worlds [Imp95], it is common to refer to the setting where
pq-OWFs are assumed to exists as MiniQCrypt.

4.1 The notion of security

We use an extension of the classical ideal-/real-world paradigm, that is typically
used in secure multiparty computation and was introduced in Section 2.2.1.
Since the protocols we will consider are two-party protocols, we continue to state
our security definitions in a two-party setting, but we note that they generalise
to any (finite) number of players.

Our definition is essentially the same as Definition 2.9, except that Il now
consists of two interactive polynomial time quantum machines (with classical
output), and similarly the adversary is an interactive polynomial time quantum
machines (with quantum output). Hence, our simulator must also have quantum
output. Note that F is still classic; we do not consider quantum functionalities.

We also reuse the notion of the hybrid model, but stress that the composition
theorem we use (Theorem 2.11), we only allow sequentially composition, i.e.
only one subroutine can be active at a time. For a proof of the composition
theorem in the quantum setting we refer to [HSS15].

Definition 4.3 Quantum computational security against corrupted A.

A protocol IT = (A, B) implements a classical functionality F with quantum-
computational security against corrupted A, if for any real-world (quantum)
adversary A, there exists an ideal-world simulator Sim, such that for any
input to A and B it holds that the joint output in the real- and ideal-world
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are quantum-computationally indistinguishable, i.e.
qc
Outy, 4,3 = Outr g p-

Equivalently, we say that there is no quantum distinguisher D that can distin-
guish between the situation pictured in Figure 5, and the situation pictured
in Figure 6, with non-negligible advantage.

D

Figure 5: Illustration of the interactions in the real-world.

Sim F

o>

D

Figure 6: Illustration of the interactions in the ideal-world. Note that we have
included an interaction between Sim and A, to illustrate that Sim is allowed to
use A as a subroutine.

We say that IT implements F with quantum-computational security, if it
quantum-computationally securely implements F against both corrupted A
and corrupted B. When case where the joint output of A and B is statistically
indistinguishable from the joint output of Sim and B we say that IT implements
F with unconditional security.

4.2 Quantum one-time-pad

As our first concrete example of quantum cryptography, we show how the
one-time-pad can be extended to a quantum version, hiding an arbitrary pure
qubit with density operator p, using two (classical) key bits, ky,k; € {0,1}. The
key observation for this is that the Pauli matrices are their own inverses, so eg.
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XZ7ZX =1. Hence, we can encrypt a qubit as follows
Enck, i, (p) = Xklz"szkzxkl =0,
and decrypt it

Decy, k,(0) = zkexkigxk zk = o}

This is clearly a case where the notion of security from Section 4.1 is not
applicable, but we will show that if one does not know the keys, then o reveals
nothing about p, which intuitively show that the encryption is (perfectly) hiding.

Towards this we consider the joint classical-quantum state of the output of

the encryption, and what keys are chosen. Denote by P the classical system and
by A the quantum system. Then

opa= ) pijlij)ijl@Enc, (p)
i,j€{0,1}
1 L
=) i ile X ZpziX!,
i,j€{0,1}
where we have assumed that the keys are chosen uniformly at random. Now,

to see how this state appears to an adversary, without knowledge of what keys
have been chosen, we can trace out the classical system:

r—f-

0p =

Z (i) ijhX 2/ pZ X!

Z]X’
47

:Z(p+ZpZ+XZpZX+XpX).

»-lkl'—‘

| —

p
o
that trp =1 = a + 9, we have that

Finally, letting p = (oc ), and observing that since p is pure, it must be the case
Y

(p+ZpZ+XZpZX +XpX)

((3 o GG )
0™ vl

| = »M»—‘ | =

1
=1,
2

i.e. regardless of the state of the qubit, the state of the “cipher text” appears to
be maximally mixed, and thus an adversary cannot learn anything about the

Page 56 of 85



Oblivious Transfer in
Quantum Cryptography

input from it.

4.3 Quantum key-distribution

One of the most remarkable results in quantum cryptography is the uncon-
ditionally secure key-distribution protocol by Bennett and Brassard [BB84].
This protocol uses the unclonability of quantum states (see Theorem 3.23) to
achieve information theoretic security, for a task that classically has to rely on
computational assumptions. We will here introduce the protocol, and give some
intuition for why it is secure, but not a full proof. An interesting note, however,
is that one way to formally prove that it is secure is to use the sampling theory
developed in Section 3.4 [BF10].

Definition 4.4 BB84 states.

A key part of the protocol is the use of qubits that are prepared in one of four
states, with equal probability. These qubits are prepared as either |0),[1),|+)
or |-), and we refer to qubits that are prepared this way as BB84 states. We
note that one way to generate a BB84 state is to draw two classical bits, b;
and b;, uniformly at random, and then compute

o)y = H"1 X"20).

We will generally want many BB84 states, and when preparing them we will
simply say that one draws random bits x < {0,1}" and bases 0 < {+, x}"
and then prepares n BB84 states |x)q, to be understood as

e = k) @) @@ |x"),
where [x?) is defined as

x'y := H% X% |0),

interpreting + asa 0 and x as a 1.

At this point, we can describe the first version of the protocol. The essential
idea is that one part, Alice, prepares n BB84 states, which she then sends to
the other party, Bob. Bob measures the qubits with respect to his own random
choice of bases. Bob and Alice now exchange their respective choice of bases
over a classical channel, and use the bits corresponding to the entries that they
measured in the same bases as their key. We illustrate this in Figure 7. We
assume that the classical channel is authenticated but not encrypted” and that
the quantum channel is under complete control of the adversary.

Correctness of the protocol follows immediately from the fact that if Bob
measures a qubit with respect to the same basis that Alice prepared it in, then
Bob obtains the same bit that Alice used in the preparation.

7Due to this assumption this protocol is sometimes referred to as a key-expansion protocol, rather
than a key-distribution.
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Alice Bob
xA g {0,1}"
A
04 g [+,x)" Ix™)ga 08 g {+,x)"

Measure |xA)eA wrt. 68,

B
0 obtaining xB
eA
4 (i e[n]: 0 = 0F) 1B {ie[n]: 04 = 0F)
G x?A KB~ x?B
Output: K4 Output: KB

Figure 7: The concept behind quantum key-distribution.

While this protocol is not secure (we outline why below), we can already
argue how the unclonability of quantum states is used. If the adversary can
only eavesdrop on the channels, the unclonability theorem implies that the only
action she can take is to measure some of the BB84 states as they are being
transmitted. If she measures in any other basis than the one Alice prepared
the state in, there is some non-zero probability that she obtains the wrong bit,
when compared to what Alice prepared. Over all the roughly n/2 BB84 states
that Alice and Bob measured in the same bases (and hence output as keys) it is
therefore very unlikely that the adversary obtained all the same bits as the ones
Alice used to prepare the n/2 BB84 states.

While the above argument is sound, it still leaves numerous holes in the
security and correctness of the protocol, three of which we outline below.

1. First and foremost, it should be noted that if the adversary measures a
qubit with respect to a different basis than the one Alice prepared the qubit
in, the post-measurement state of the qubit is not the same as what Alice
prepared. Hence, Bob’s measurements might be different from Alice’s,
even when they measure with respect to the same basis. Hence, it need
not be the case that K4 = K5, and thus we can no longer be sure that the
protocol enjoys correctness.

2. Once Alice broadcasts what bases she used to prepare the BB84 states the
adversary might see that for some of the qubits, the bases it measured
with respect to agree with what Alice prepared the qubits in. If Bob’s basis
also agrees with Alice’s, this is a bit they will use for their respective keys,
and hence the adversary knows some of the key.

3. Finally, if the adversary is not limited to eavesdropping, one could imagine
that it stores all the BB84 states, and create some new states that it then
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sends to Bob. When Alice then broadcast her bases, it measures the BB84
states in the same bases, learning the entirety of Alice’s key.

To avoid the second problem, we use a privacy amplification function f,
in the sense of Theorem 3.31, which we will not go further into details about
here. For the third point, we introduce a test for errors, where Alice and Bob
communicates classically to reveal if there is a difference between the BB84
states that Alice prepared, and the states that Bob received.

The test works as follows. Alice and Bob publish and compare the values that
they have chosen/measured for roughly half the bits their bases agree on. We
do this by using all the bits that they prepared/measured in the computational
basis. Intuitively, this makes the protocol secure, by forcing the adversary to
either measure in the computational basis, so as to not disturb the states they
compare the outcome of (in which case she learns nothing about the bits they
use for the key), or alternatively, learn the value of (some of) the bits they use for
their shared key, but have a high chance of disturbing the states they compare,
leading to Alice and Bob aborting with high probability. In Figure 8 we illustrate
a protocol that implements these ideas.

We note that while this protocol is intuitively secure against an adversary
learning the key outputted by either Alice or Bob, it is still vulnerable to the
problem outlined in the first point. If the adversary measures every state in
the computational basis the test will not detect anything, but there will be
no correlation between Alice and Bob’s keys. One way to fix this would be to
instead have Alice choose a random subset of size 1/4 of the states where their
bases agreed, that they then run the verification on. In this case, the intuition for
why the protocol is secure is that the odds of an attacker choosing the correct
basis for enough of the n/4 qubits is negligible, and hence any tempering of the
qubits will be detected with very high probability.
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Verify that xB

A
7B :x]A

KA — f(xfy)

Output: KA

IAe{ie[n]:G?:QlB:x}

Verify that X?B

Alice Bob
XA g {0,1)"
A
0% g {+,x)" g 08 —r (+ )"
Measure |xA)eA wrt. 68,
B
0 obtaining x®
eA
Jh—{jen]: 0f =0F = +) JB—tjen]: 04 = 0F =+)
X
o

A
:x]A

IB<—{i€[n]:9iA:elB:><}

K5 Hf(X?B)

Output: K B

Figure 8: The secure version of quantum key-distribution.
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5 Oblivious transfer in a quantum world

The archetypal protocol for oblivious transfer in a quantum world was presented
by Bennet, Brassard, Crépeau, and Skubiszewska at CRYPTO 1991, and it will
be refereed to as BBCS92 [Ben+91]. In this protocol, two parties (the Sender S
and the Receiver R) first use quantum communication for the Sender to send
a number of BB84 states to the Receiver, who then measures them in one of
two bases, chosen at random. After this, they use post-quantum cryptography,
classical communication, and classical computation, with values obtained from
the measurements on the BB84 states, to finish up the OT.

It took nearly 20 years for the protocol to be proven secure against arbitrary
quantum adversaries in the typical ideal-/real-world paradigm, and was finally
done by Damgard et al. in 2009 [Dam+09]. However, in their proof they assume
a commitment scheme with some special properties, which at that time was only
known to be obtainable under strong assumptions, such as the LWE-assumption.
The most recent development is that it has been shown by Grilo et al. [Gri+20]
that we can construct commitments with the needed properties, using only
post-quantum one-way functions, which implies that OT is in MiniQCrypt.

In Section 5.1 we present the BBCS92 protocol, and in Section 5.2 we show
that it is secure, assuming ideal commitments. In Section 5.3 we consider the
task of constructing commitments with the needed properties.

5.1 The protocol

The version of BBCS92 that was originally presented by Bennett et al. [Ben+91]
is clearly insecure if the adversary is able to store quantum states for any
meaningful amount of time. To remove this constraint, the authors suggest
using commitments and cut-and-choose to verify that the Receiver has actually
measured the states. This idea has been carried forward, and is the key to the
proof of security that was developed 20 years later. In Protocol 5.1 we present
a modern form of the protocol in the F,_.om-hybrid model, inspired by the
version considered by Grilo et al. [Gri+20]. This is essentially the same as the
one presented by Bennett et al., with the modifications they suggest.

Protocol 5.1 BBCS92 in the Fio_com-hybrid model.
The Sender S has strings sg, s1 € {0, 1}¢, the Receiver R has a choice bit ¢ € {0,1).

1. Preamble: S sends 1 > ¢ BB84 states |x)ys prepared using random bits
x5 < {0,1}" and random choice of bases 0° «p {+,x}".
R measures the BB84 states in randomly chosen bases OF «p {+,x}",

obtaining xR € {0,1}".

2. Cut and choose: R commits to the measurement outcomes and choice
of bases, that is {Gf,xf}ie[n], using Foo_com-
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S request to open a random subset t C [n] of size 1n/2, and receives
R R

{ei » X }ieT from ‘Eo—com-

R

i

S aborts if for any i € t it has Gis = GIR but xl-s =X

3. Partition of index set: S reveals 6;, i.e. its bases for the unchecked
locations. R partitions f into a subset of locations where it measured in
the same bases as S, I, := {i € 7: 07 = 0%}, and the rest, I; . :=7\I,, and
sends (I, I) to S.

4. Secret transferring: For i = 0,1, S hides the string s; using randomness

extracted from xIS,, via a two-universal hash function F, and sends m; :=
1

S; @f(xfi) for i €{0,1} and f «p F. Rrecovers s, = mc@f(xﬁ).

For completeness, we also include a diagram of the BBCS92 protocol in the
same style as the diagrams for QKD from Section 4.3, see Figure 9.

Sender S « (sg,s1) Receiver R « ¢
x% g {0,1}"
S
85 g [+,x)" Ix?)os BR g {+,x)"
Measure |x5)es wrt. 6F,
R gR ..
ack Feocom X0 obtaining xX
t g {t C[n]: |t| =n/2} t Fso-com
R QAR
X, 6 Fso-com
Verify that Vi € ¢:
S R
(eisief)\/(xf?:xf) 0 Ice{zetzef:ef}
Ii_c —t\I,
IO'II
f «prFforie{0,1}:
mi =5 @ f(x]) mo, m1, f sci=me® f(xf)
Output: L Output: s.

Figure 9: Illustration of the BBCS92 protocol. Using ack to indicate that Fq_com.
sends the expected acknowledgment indicating that it has received input to
commit to.

That the protocol enjoys correctness follows immediately, since if both par-
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ties follows the protocol, then xISC = xﬁ, o) f(xISC) = f(xf;), and hence

me®f(x)) = 5@ f(x]) @ f(x]) = s

In the protocol n should be sufficiently large that we can use half the bits in
the cut-and-chose step, and still be (sufficiently) sure that we get large enough
sets Iy and I; that a dishonest R cannot reasonably find f(xISH). Speaking of f,
this should be a two-universal hash function, as defined in Definition 3.30, with
range {0,1}¢. This serves as our randomness extractor, guaranteeing that even if
a corrupted R knows some partial information about, or the value of, some bits
in xISH , the value of f(xiil) is still close to uniformly random.

While the intuition behind the security of the protocol is simple, proving it
formally is a harder challenge, which we will tackle in Section 5.2. For now, we
note that intuitively a corrupted Sender cannot learn anything about ¢, since
it only learns the values of GZR for i € t, and the corresponding bits are never
used again. Hence, I and I; are essentially (from the Senders perspective) just a
random partition of f. On the other hand, the intuition for a corrupted Receiver
is that it has to measure the BB84 states from Alice before committing or have
only negligible chance of committing to “correct” values for all n BB84 states
— that is, for each state either i ¢ ¢, BIR * 915, or xf =
receives 0°, the odds of R having measured “many more” than half of the BB84

xf. Since this is before R

states in the same bases as S is also negligible. Since measuring a state prepared
in the computational basis with respect to the Hadamard basis produces a
uniformly random bit, and vice versa, it is not possible for R to construct both
I. and I; _. in such a way that f will not extract enough randomness to hide at
least one of the messages.

5.2 Security of the BBCS92 protocol

We prove the security of the protocol against a malicious Sender and a malicious
Receiver separately.

Theorem 5.2 Security of BBCS92.
The BBCS92 protocol implements F,; with quantum-computational security
in the F5o_com-hybrid model.

Proof. This will follow immediately from Theorem 5.3 and Theorem 5.4. [

5.2.1 Security against a malicious Sender

The proof of security against a malicious Sender is an adaption of the proof by
Grilo et al. [Gri+20] to our notation. This proof is itself an adaption of a proof
by Unruh [Unr10].

Theorem 5.3
Protocol 5.1 implements F,; with quantum-computational security in the
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| Feo—com-hybrid model against a malicious Sender.

Proof. In order to show that the protocol is secure in the sense of Definition
4.3 we first construct a simulator Sim for an arbitrary (fixed) adversary A as
follows.

1. Preamble: Sim interacts with .4 as an honest Receiver would, except that
Sim does not measure the received qubits yet. Denote the simulators
randomly chosen bases as 5™,

2. Cut and choose: Sim acts as F;o_com (and commits to a dummy message).
Upon receiving t from A, Sim measures the corresponding qubits with
respect to 05™, obtaining x7'™. It then gives A {
if A aborts.

Bisim,x?im}iet, and aborts

3. Partition of index set: Denote by 6% the basis Sim receives from A. Sim

then measures the remaining qubits with respect to 6%, and obtains 92?5"”.
Sim partitions f into two sets, Iy and I;. Sim randomly choose which one
éSim

of them is the indices where 65 and agrees. Sim sends Iy, I; to A.

4. Secret transferring: Upon receiving m, m; from A, Sim computes s; :=
™m; esf(aefii”‘) for i € {0, 1}. Finally, Sim inputs (s;, s} ) into 7, and forwards
whatever quantum (or classical) state that A outputs, since A has arbitrary
output, and if the simulator outputs L (as the honest Sender would) it
would be trivial to distinguish between the real- and ideal-world.

See Figure 10 for a diagram of the ideal-world interactions, with the simulator
as described above.

We claim that for the environment, the execution of BBCS92 with A is
computationally indistinguishable from the execution of F;; with Sim , i.e. that

qc
OUtBBCSQZ,A,R ~ OUt]:ot,Simﬁ' (5.1)

To prove this we consider four hybrid arguments.
1. Hybrid 1: Sim; interacts with A in a protocol BBCS92y, that is exactly

like BBCS92, but Sim; simulates honest R and F,,_com, see Figure 11. It is
therefore trivially the case that

qC
Outgpcsoz, 4R = Outgeesgzy, ,A,Sim; - (5.2)

2. Hybrid 2: See Figure 12. Sim, interacts with A in a protocol BBCS92y,
that is like BBCS92y,, except that Sim, does not immediately measure
the qubits, but instead measures at the following times and with respect
to the following bases.
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A «— (sg,51) Simy «¢
1£°)
ésim R {+,X}n
Measure |£°) wrt. 6™, obtain £5™.
Fso—com-ack
tC[n]
(07 e
éS
I« liet: 67 = 0>™)
L_c—t\I,
o, Ih
mOlmllf
— ~Sim
Sc =M GBf(XIE )
Output: p Output: s,

Figure 11: Hybrid argument H;. Using F;,_com-ack to indicate that Sim; (acting
in place of the ideal commitment functionality) sends the expected acknowl-

edgment indicating that F,_.on has received input to commit to.

(a) Sim, waits for the subset t before measuring the corresponding
qubits with respect to 05™, and then simulates opening Fo_com With

the used bases and measured outcomes.

(b) After receiving 65 from A, Sim, measures the remaining qubits in
@Sim

Since the only difference between the first hybrid and this one is that
Sim; delays the measurements and operations on different subsystems

commute, we have that

3. Hybrid 3: Sim3 interacts with A in a protocol BBCS92y, that is like
BBCS92y,, except that Sim3 measures the qubits in |9€;§) with respect to
05 instead of 65™, That is, as in Figure 12, but with é?im replaced with
é?. It follows that the only difference between hybrid 2 and 3 is the basis
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A« (sg,51) Simy « ¢

O™ g {+,x}

Fso—com-ack

Measure |3€f) wrt. étSim, obtain JEtSim.

1€t
éS
Measure |>€?S) wrt. é?Sim, obtain ﬁ?im.
I« (i ef: 67 =07™)
Ii_c—t\I,
Io 11
mo,my, f
— ~Sim
Sc=Mmc @f(xlc )
Output: p Output: s,

Figure 12: Hybrid argument H,. Using F¢,_com-ack to indicate that Sim; (acting
in place of the ideal commitment functionality) sends the expected acknowl-
edgment indicating that F,_.om has received input to commit to.

used for measuring the qubits not in ¢, and since these are never revealed
to A, we see that
qc
Outgpcsozy, A,sim, = Outeecsozy,, A,sims-: (5.4)

4. Hybrid 4: The simulator Sim interacts with A, as described in the start of
the proof. Sim performs the same operations as Sims in BBCS92p, with
respect to A, and only uses information Simj already had to extract both
messages, that it then inputs into ;. It follows that

qC
Outggcsozy,, 4,sim; = Outz i - (5.5)

At this point (5.1) follows immediately from transitivity of advantages being
negligible, allowing us to combine equations (5.2), (5.3), (5.4), and (5.5). O

Note that in of Equation (5.2), (5.3), (5.4), and (5.5), it is the case that the
joint outputs are statistically indistinguishable, so as a corollary to the proof
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we note that the BBCS92 protocol implements o7 in the Fo_com hybrid model
with unconditional security against a malicious Sender.

5.2.2 Security against a malicious Receiver

Theorem 5.4
Protocol 5.1 implements F; with quantum-computational security in the
Fio-com-hybrid model against a malicious Receiver.

The idea behind the proof of security against a malicious Receiver is to use a
standard proof technique, where we consider a variant of the protocol, where
instead of generating quantum states based on random strings, the Sender
generates EPR-pairs, sends one of the entangled qubits to the Receiver and then
measures its own qubit at a later time. This allows us to consider the Senders
actions in Step 2 as a sampling strategy and hence the results from Section 3.4
imply that with high probability the joint state is in a superposition of states
with low Hamming weight within her subsystem. Further, this must therefore
also be the case within Aj,_, for the c € {0, 1} such that her choice of basis for
I, _. differs the most from the one the Receiver committed to. Then Corollary
3.42 implies that the string obtained from measuring this part of her subsystem
in her basis has high min-entropy, and the privacy-amplification from Theorem
3.31 finishes the proof.

Our proof for security against a malicious Receiver is inspired by the proof
by Grilo et al. [Gri+20], but modified to more closely fit the notion of security
that is used both here and in their paper. The interpretation of the protocol as a
sampling game is based on the work of Bouman and Fehr [BF10], but adapted
from random-OT to (f) -OT.

Proof of Theorem 5.4. We first state the EPR version of the BCCS92 protocol,
which we will denote by BBCS92¢pg.

Protocol 5.5 BBCS92¢py in the Fo_com-hybrid model.
The Sender S has strings sg,s; € {0, 1}¢, the Receiver R has a choice bit ¢ € {0, 1}.

1. Preamble: S generates n EPR-pairs on the form %(IOO) +1]11)), and
sends R the second half of each of these EPR-pairs. S chooses random
05 «g {+,x}", but does not measure her halves yet.

R measures the received states in randomly chosen bases O «p {+, x}",
obtaining %R € {0,1}".
2. Cut and choose: As in BBCS92, R commits to the measurement out-
. . "’R ,.,R .
comes and choice of bases, that is {0;, £;"}ic[,, using Feo_com-

S request to open a random subset ¢ C [n] of size n/2, and receives
AR &R
{ei » X }iet from }-so—com'

Then, for each i € t, S measures her i’th system with respect to éZR,
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obtaining 9215 S aborts if for any i € ¢, she has 61-5 = GIR but xf # xf. After
the checking is done S measures her remaining qubits in é?S, obtaining

=S
X? .

3. Partition of index set: As in BBCS92.

4. Secret transferring: As in BBCS92.

As noted before the proof, the Receiver’s view is identical in BBCS92 and
BBCS92¢pg. Further, from the properties of EPR-states, it is immediate that
an in-between version of this protocol where the Sender measures her states
in Step 1, before sending anything to the Receiver, will give the Sender exactly
the same output as in the BBCS92 protocol. Since the only difference between
the in-between protocol and the BBCS92¢pg protocol is that the Sender obtains
her information at a later stage,® and since actions on different subsystems
commute, it is immediate that for any adversary A

Outpgcsoz,s,a = Outgrcsgzgpg,s, A-

The theorem now follows from showing that there is a simulator Sim such that

qC
Outppcsozepr, 54 ~ Outz & gim- (5.6)

We construct the simulator Sim that takes the role of the Receiver in the
ideal-world and uses the adversary A as a subroutine as follows.

1. (Preamble) Sim interacts with A acting as an honest Sender would in
BBCS92¢pr.-

2. (Cut and choose) Sim does the checking as the Sender would in BBCS92gpg.
Note that the commitments are simulated, so Sim sees all élR, 32?, but only
considers those that the Sender in the protocol would see. After checking,
Sim measures her remaining subsystems, as the Sender would.

3. (Partition of index set) Sim receives (I, I;) from .A.

4. (Secret transferring) The dummy Sender S inputs (sg, s;) to the ideal func-
tionality F;. Sim inputs ¢ € {0,1} to the ideal functionality, where c is
chosen such that the bases that .A has committed to and the bases that Sim
has measured in, differs the most in the entries corresponding to I_,.

Sim receives s, from F, and computes m, := s, @f(fc"i) and randomly
chooses m,_, < {0,1}¢. Send (m, m;) to A, and forwards whatever state
A outputs.

Note that until the last step the simulation does not differ from the real-world
interaction between the Sender and Receiver in BBCS92¢pr. In both executions

8 And that the systems indexed by t are measured in 6%, but since they are only considered if
élR = éis anyway, this makes no difference.
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they agree on their construction of m_, but where m;_. =s;_, EBf()Zfl ) in the
execution of BBCS92ppg, it is chosen uniformly at random in the simulation.
For the output to be the same, we must therefore show that after checking the
min-entropy in the Senders halves of the EPR-pairs is high, even conditioned
on the adversary’s system. This will imply that f extracts £ uniformly random
bits, so that the m_, is uniformly random in both executions, which will imply
that (5.6) holds.

Towards this end we consider the state
|bap) € Ha, ®---®@Hy, ® HE,

that is shared between the Sender and the adversary, after the adversary has
committed to BR and %R, but before the Sender chooses the test set . Here
Ha, ®---®H,, are the EPR-halves the Sender kept, and Hg is everything the
adversary has, and possibly some additional states, making | 4g) pure. Since
Fio-com is an ideal functionality, 6% and %R are uniquely determined. To have
our notation fit with Section 3.4, we assume that X is the zero string, and that
OR = (+,+,...,+) € {+,x}", i.e., the adversary has committed to zeroes, measured
in the computational basis. However, as noted in Remark 3.38, this could be
done for any string and for any choice of bases.

The essential observation is that the checking the Sender performs in Step
2 can be considered as a sampling strategy, applied to |p ), in order to check
closeness of A to the all-zero state. Indeed, we see that this is exactly the sam-
pling strategy considered in Example 2.21, adapted to test closeness to the
all-zero state, by rejecting if f(t,4;,5) # 0. To see this, note that the Sender
choose a random subset ¢ C [n] of size k = n/2, measure A; in the computational
basis to obtain g; = #; and either accept or reject based on testing a subset s C t,
given by s = {i € t: GR 65} which we observe is indeed uniformly random,
since we chose 6° unlformly at random.

If the test fails, i.e. there is some i € t such that GR Gf, but x z x , the
Sender (respectively simulator) aborts, and Equations (5.6) tr1V1ally holds, SO
we assume the test does not fail. Interpreting this as a sampling game then
allows us to conclude that at the end of the cut and choose phase, and for any
0> 0, the joint state of A;E is in a state N)A ) that is at most €2
superposition of states with relative Hamming weight at most 6 within A;. We

quant aWay from a
now assume that N)ATE) acts exactly like this, and have here what we will refer
to as our first error term, which by Theorem 3.39 and Example 2.21 is
L o
quant class > \/gexp(—mkb )

At this point, Corollary 3.42 implies that if for i = 0,1 we let X; be the
random variable for JEISI,, the string obtained by measuring the EPR halves in
Ay, in the Senders bases, then Hyi, (px,x, E|E) is “large”, however, we need that
Huin (px,x, EIXE) is “large” for some c € {0, 1}.
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Towards this end, we note that interpreting 0% as a bit string, where a 1
implies measuring in the Hadamard basis, we can consider w(é?) as the sample
mean, and then apply Hoeffding’s inequality to see that

|

w(ef) - %' > s] < 2exp(-2¢%|t]) = 2exp (—€*n),

and note that this implies that also wt(G?S) > (1/2—¢)n/2, with at most probability
2exp (—&?n). We assume this bound holds, and have what we will refer to as our
second error term,

Ebases i = 2 €XP (—€%n).

It follows that regardless of how the Receiver divides t, there must be a
¢ €{0,1}, such that
1/1 n
wt(6y ) > —(——e)—,
©.023(279)3

since wt(@?) = wt(ei) +wt(GISH). For the rest of this proof fix this c. Note that if
the Receiver acts honestly this ¢ agrees with his input bit, and wt(@f )= wt(efH),
i.e. all the states in f they have measured in different bases are indexed by I;_..
Re-arranging the Sender’s qubits, we can write |1PA?E> as |1PA10A11 g) to ease no-
tation. Since we assumed that we were not in any of the “error cases”, [{4.r) has
relative Hamming weight at most 6 within Az, or equivalently Hamming weight
at most nd/2. Hence, it is also clear that |11[)AIOA11E> has Hamming weight at most
nd/2 within Ay, . Let X and X; be the random variables for the measurement
outcomes (as above), and let px, x p be the resulting classical-quantum state.
We can then think of px, x g as being obtained by first measuring the sub-
system Aj,_, obtaining PX,_ AL Es and then measuring A; . As earlier noted the

order of measurements on different subsystems makes no difference.

If we now apply Corollary 3.42 to px,_ 4, p we obtain that

Hiin (0x,_ .4, E|ALE) ZWt(GISH) —h(O)I—|
n

25 (5 ¢)r-ho)}

-m0)

As claimed in (3.5), measuring only destroys information, so this bound also
holds for

Hmin (px,_.x.EIXcE).

Hence, the privacy amplification of Theorem 3.31 implies that the odds of
telling apart f (JZISH) from a uniformly randomly generated string is at most

Sf = % . 2_]7(Hmin(le_cXCElxcE)_g) <

1

=35 (3-5-h(®)-0)

(S5

N =
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We can therefore conclude that, except with the following negligible proba-
bility, no distinguisher can tell the m;_, in BBCS92ppg and the m;_, from the
simulation apart, and hence Equation (5.6) must hold; any non-negligible ad-
vantage there would directly translate to telling the m;_.’s apart, contradicting
this result.

Recalling that the trace distance indicates the greatest advantage one could
have for distinguishing the states, it is clear that we can directly include our
error terms in an upper bound for this, since doing so is equivalent to assuming
we have probability 1 of telling the states apart if we end up in the “error case”.
Thus, we have the following upper bound on the error

(ST

1 1 € _h(s
Eguam + Epases T Ef < \/gexp (—mkéz) +2exp (—€2n) + 3 273 (%_f_h(b))_g),

which is negligible, and hence finishes the proof. O

5.3 Commitments

The final piece that we need, to take the BBCS92 protocol from the F, com-
hybrid model into MiniQCrypt, is a composable protocol for F, .om which
uses only pq-OWFs. In this section we introduce and discuss some different
candidates for such a protocol.

5.3.1 Commitments from post-quantum one-way functions

A natural first approach, is to try Naor’s commitment scheme [Nao89], which
is an elegant, conceptually simple, statistically binding, and computationally
hiding commitment scheme that is contained in MiniQCrypt. Note that the
scheme we use needs to be statistically binding for our sampling analysis to be
applicable.

Example 5.6
Assume that G: {0,1}" — {0, 1}*" is a cryptographically secure pseudorandom
generator. A commitment to b € {0, 1} is as follows. The Receiver sends a random
string y < {0,1}%" to the Committer, who picks a random seed s < {0,1}",
computes ¢ := G(s)®b-y, and sends c to the Receiver. To open a commitment, the
Committer sends b and s to the Receiver, who then verifies that c = G(s)® b - y.
The scheme is statistically binding, since for the Committer to cheat it must
find a pair of s and s” such that G(s’) = G(s) @ y. Since the range of G contains
at most 2" values, while p is chosen from 23" different values, there is only a
221/231m = 27" chance that such s, s’ even exists. The scheme is computationally
hiding, since if the Receiver can distinguish a commitment to 0 from a com-
mitment to 1, it can tell the output of G apart from the truly random G(s)® v,
breaking the security of G.

Since pseudorandom generators can be implemented from one-way func-
tions, this commitment scheme is in MiniQCrypt. The problem with using this
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commitment scheme in the BBCS92 protocol is that it is not at all clear how to
argue that it is secure with respect to the notion of security from Definition 4.3,
and hence the composition theorem is not applicable. We outline the problems,
and how they would affect the BBCS92 protocol.

* First, it is not clear how to create an efficient simulator against a corrupted
Committer (the Receiver in the BBCS92 protocol).

* Secondly — and more importantly — it is not at all clear how one would
even go about creating a simulator (even ignoring efficiency) against a
corrupted Receiver (Sender in the BBCS92 protocol), since we cannot rely
on rewinding.’

Clearly a different approach is needed.

5.3.2 Commitments from LWE

In the first full proof of the security of the BBCS92 protocol, they investigated
the properties that a commitment scheme should have for it to be composable
and noted that such a scheme exists under the LWE-assumption [Dam+09]. In
this section we take a closer look at their results. Before we start, we note that
their proof is different from ours, and hence they do not need their commitments
to be statistically binding.

In their proof, they have unconditional security against a malicious Sender
(Receiver in the commitment scheme), which they want to preserve, and hence
they need to use a statistical hiding and computational binding commitment
scheme. On the other hand they also allow unbounded simulation against a
malicious Sender. However, as we noted when discussing Naor’s commitment
scheme, the classical way of showing security against a malicious Committer
is using rewinding, a technique that is not directly applicable in the quantum
setting, so a different approach is needed. Towards this end, the authors suggest
using a dual-mode keyed commitment scheme.

A dual-mode keyed commitment scheme is a commitment scheme, that
has two different key-generation algorithms, Gy and Gg. Gy (the honest key-
generation) generates a public-key pky such that when using pky, the com-
mitment scheme is statistically hiding and computationally binding. On the
other hand, Gy (the binding key-generation) generates a public/private-key pair
(pkp,sk), such that when using pkg, the commitment scheme is statistically
binding, but only computationally hiding, and further the secret-key sk allows
one to efficiently extract the values that are committed to. Finally, we require

91f the adversary has some internal quantum state that it measures at some point it may no longer
be possible to rewind the adversary to the state it was in at a time before it measured. Eg., if the
adversary measures a |0) qubit in the Hadamard basis to decide which of two actions it should
take, the post-measurement state is either |[+) or |-), and hence further measurements (i.e. after
rewinding) of this qubit will always lead to it taking the same action.
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pkg and pky to be computationally indistinguishable, even against quantum
adversaries.

We note that in the common reference string model (CRS-model), one as-
sumes that the key is contained in the CRS, allowing a simulator to easily use pky
instead of pky, when simulating against a malicious Committer. For simplicity,
we work in the CRS-model, but one can take the scheme out of the CRS-model
by using a simulatable coin-toss protocol to generate the CRS [DL09].

It is relatively straight forward to show that a dual-mode keyed commitment
scheme that satisfies these assumptions, can be used for a secure implementation
of Foo_com- We outline this below, but for details we refer to [Dam+09].

* For a corrupted Receiver, one simply uses unbound simulation and the fact
that using pky the commitment scheme is only computationally binding,
to open the commitments to the desired values. Looking back at the proof
of security of the BBCS92 protocol, this allows the simulator to only start
measuring qubits after receiving ¢ from the malicious Sender.

* Against a corrupted Committer, the simulator generates (pkg, sk), puts
pkg on the CRS, and extracts the values that the adversary commits to,
using sk. As above, this clearly gives the simulator the power it needs in
the proof of security for the BBCS92 protocol.

The problem with using this commitment scheme in the BBCS92 protocol,
is that it assumes the existence of a public-key cryptosystem and is therefore
not contained in MiniQCrypt.

5.3.3 Equivocable and extractable commitments

Ideally, we would like to somehow combine the commitment schemes from the
previous two sections, into a scheme that has the properties that we need and is
also in MiniQCrypt. Luckily for us, this was shown to be obtainable by Grilo et
al. [Gri+20], and here we present the key points of their results.

For our commitment scheme to be composable with the BBCS92 protocol,
we need it to have the following properties.

* Equivocability: When proving security against a corrupt Sender (Receiver
in the commitment scheme), we need to be able to extract both the Senders
messages, which we can then forward to the ideal functionality. To do
this, we want the scheme to be such that the simulator can equivocate its
commitments after receiving the challenge t from the adversary. If the
simulator can do this, it can obtain the bases the adversary (claims to)
have prepared the BB84 states in A; with respect to before measuring
these systems, and hence extract both strings.

* Extractability: When proving security against a corrupted Receiver (Com-
mitter in the commitment scheme), we need to be able to efficiently figure
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out which of I and I; contains the most indices where the bases of the
adversary and the simulator match. To do this, the simulator needs to
be able to efficiently extract OR. This task is non-trivial in the quantum
setting, since we cannot use rewinding.

We split the path to archiving this into four steps.

Step1 The first trick is to use a zero-knowledge proof!? to achieve equivocable
commitments, with inefficient simulation against corrupted Committers. To
do this, we use Naor’s commitment scheme, as described in Example 5.6, but
instead of opening commitments as in Example 5.6, we now open a commitment
by giving a zero-knowledge proof that the commitment is indeed a commitment
to the claimed value. See Protocol 5.7 for details.

It follows immediately that a commitment can be equivocated to any value,
simply by simulating the zero-knowledge protocol, a task that it is known that
there are secure and efficiently simulatable protocols for in MiniQCrypt [Wat09].

Protocol 5.7 Protocol 1 for Feocom-
The Committer has a string m € {0,1}", the Receiver a set ¢t C [n].

* Commitment phase: The Receiver sends randomness p to the Commit-
ter. The Committer commits to m using Naor’s commitment scheme
and seeds s to s,. The Committer sends the produced commitments,
€1,...,Cy, to the Receiver.

* Decommitment phase: When the Receiver requests to open t, the Com-
mitter sends m’ and gives a zero-knowledge argument that cy,...,c,
commits to m such that m’ = m,.

This protocol is trivially but inefficiently extractable, since Naor’s commit-
ment scheme is only computationally hiding. It is efficiently equivocable; simply
commit to 0" in the commitment phase, and in the decommitment phase send
the m’ one wishes to equivocate the message to and simulate the zero-knowledge
argument.

Step 2 Observe that by plugging the above protocol (which securely imple-
ments F,_com) into the BBCS92 protocol, we obtain a protocol that securely
implements For in the plain model, with inefficient simulation against cor-
rupted Receivers.

Additionally, it is straight forward to generalise Protocol 5.1 to a protocol
for parallel OT. To perform k parallel transfers, we instead send k-n BB84 states,
verifies them with a single instantiation of 7, .oy, and then splits it so that

10We use “zero-knowledge proof” to be understood as a protocol where one party (the Prover)
convinces some other party (the Verifier) that they know something, or that something was done
according to some specification, without the Verifier learning anything (other than the fact that
the Prover knows what it claims to know). For details, we refer to Chapter 21 of [Smal6].
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the first n qubits are associated with the first OT, and so on. Plugging Protocol
5.7 into this modified version of the BBCS92 protocol, we obtain a protocol
that securely implements 7,_or in the plain model, with inefficient simulation
against corrupted Receivers.

With a secure protocol for oblivious transfer, it follows that there are proto-
cols for secure two-party computation of arbitrary classic functionalities [IPS08],
again with inefficient simulation.

Step 3 Now, the key trick is to use this inefficiently simulatable protocol for
JFo—ot, together with zero-knowledge proofs, to construct a new protocol for
Feo—com, that is efficiently simulatable and have the desired properties. Towards
this end, one defines the following functionality for conditional disclosure of
secrets.

Definition 5.8 F¢ps.

Let £ be a NP language. Fcps for the language £ takes as input (x,m) from
Alice and w from Bob. Alice receives no output, and Bob receives output
(x,m’) where m’ is

, {m if Re(x,w)=1,

1 otherwise.

L.e., this functionality is such that if Bob knows a witness for x, then Bob
obtains m. It now follows from Step 2 that for any language there is a protocol
that implements F-pg with inefficient simulators.

We will be using the following language

Leom :=1{(c’,b")|3r": ¢/ = com(V’,7')},

i.e. the language of pairs (¢’,b’) such that ¢’ is a valid commitment to b’, using
randomness r’. We will assume that the commitment scheme here is Naor’s com-
mitment scheme, instantiated with randomness y, which we write as comy,. For
this language, a witness for (¢, b’) being in L o, is 7/, such that ¢’ = comy(b’, r’) =
G(r")®b’y. This implies that L., is indeed a NP language.

We can now state our efficiently simulatable protocol for F, .om in the
Feps-hybrid model.

Protocol 5.9 Protocol 2 for Feo_com-
The Committer C has a string m € {0, 1}", the Receiver R a set t C [n].
* Commitment phase:
1. Preamble: C sends a random string p to R, and R sends a random
string p* to C.
2. Trapdoor setup: R sends a Naor commitment ¢ = comp(O, r)to C,

and proves that c is a commitment to 0, i.e. that ((c,0),7r) e R,

com”’
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using a zero-knowledge proof.

3. CDS: C acts as Alice in Fzpg with input (x = (¢,1),m), and R as
Bob with input w = 0.

4. Commit: C sends Naor commitments ¢; = com:(m, ") for i € [n]
to R.

* Decommitment phase: R send ¢ to C, and C sends m"* and proves via a
zero-knowledge protocol that cJ,...,c;, is commitments to m such that

*

mt:m.

Note that if both parties follow the protocol this implements F,_.om and,
additionally, by the soundness of the zero-knowledge protocol, the Receiver
cannot learn m, since ¢ is a commitment to 0, and the Committer inputs x = (¢, 1).
We observe that this protocol has the two properties that we need for the BBCS92
protocol.

* Equivocability: Just as in Protocol 5.7, the simulator can simulate the
zero-knowledge proof in the decommitment phase.

* Extractability: By simulating the zero-knowledge proof in the trapdoor
setup phase, the simulator can let ¢ be a commitment to 1 instead of 0, and
hence it can obtain m as output from Fcpg by inputting the randomness r,
that it used to generate ¢, instead of 0.

Clearly, both equivocation and extraction are efficient in the Fcpg-hybrid
model, but the key observation is that all we need from the protocol that im-
plements F¢pg is input indistinguishability, and input indistinguishability is
implied by inefficient simulation. To argue that input indistinguishability is
sufficient, we note the following.

* A simulator against a corrupted Receiver proceeds as follows. In the first
two steps it acts as an honest sender would, in the CDS it inputs the zero-
vector into F¢ps, and similarly it also commits to the all-zero vector. In
the decommitment phase, the simulator forwards t to Fo_com, receives
m; which it then sends to A, and finally it equivocates the opening to m;
by simulates the zero-knowledge proof.

That no distinguisher can tell apart this simulation and the real-world exe-
cution follows from the following. By the soundness of the zero-knowledge
proof, ¢ is a commitment to 0, and hence the output of Fcps is (x,m’ = 1),
and if the protocol implementing Fcpg enjoys input indistinguishability,
no adversary can tell this apart from the real execution. Indistinguishabil-
ity for the last two points follows from Naor’s scheme being secure and
soundness of the last zero-knowledge proof.

* A simulator against a corrupted Committer uses a commitment to 1 in-
stead of 0 in the trapdoor setup and simulates the zero-knowledge proof.
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It can then receive m from Fcpg by using the randomness used for the
commitment as input. Finally, it inputs m into Fgs_com, and runs the rest
of the protocol as an honest Receiver would.

Indistinguishability once again follows from the soundness of the zero-
knowledge protocol and input indistinguishability of the protocol that
implements Fcps.

Importantly, non of these arguments require us to simulate Fcpg, so the fact
that the protocol that securely implements Fcps only has inefficient simulators
is not a problem.

We note that there is still a problem with this protocol (we consider this in
the next section), but this idea behind the protocol is sound and the problem
can be fixed. This implies that if we take the protocol for F-pg with inefficient
simulation, that was implied by Step 2 and plug it into Protocol 5.9, we obtain
an efficiently simulatable protocol for F,_com in the plain model.

Step 4 The final step is to note that there are still a problem with protocol
5.9. In no way does it ensure that the m that the Committer inputs to Fcps
is the same m that it commits to in the final step, and hence the protocol is
not binding. Luckily, this can be fixed by using verifiable conditional disclosure
of secrets, vCDS, which is a variation of CDS, where Alice outputs (x,m) and a
proof 1 with the following two properties. First, the proof can be efficiently
verified with respect to the transcript t of the messages exchanged during the
protocol, m, and x. Secondly, no malicious Alice can output (x,m, 1) such that
(1) (t,x,m, ) can be verified, (2) Bob did not abort, and (3) Bob outputted m’
that is inconsistent with the inputs (x,m) and w.

Using vCDS instead of CDS, we can add to the final step of the commitment
phase that the Committer should prove that c* is consistent with the input that
the Committer used in the vCDS protocol, i.e. it should prove that (7, x,m, )
can be verified, and that ¢* = comp*(m, r*). For details on creating a protocol for
vCDS, and proving the security of this final version, we refer to [Gri+20].

Remark 5.10
As the closing remark of this section, I would like to give the opinion of the
writer on this commitment scheme.

Treating the article, and the result that are obtained therein, as purely
a proof of the existence of a protocol that securely implements F,_com in
MiniQCrypt, I believe that the obtained result is correct and very interest-
ing. However, I think that the way this is obtained is problematic. While
it is common to use ad hoc additions to protocols to prevent cheating (eg.
commitments in the BBCS92 protocol), the ad hoc use of conditional disclo-
sure of secrets in the article is purely to allow a simulator to “cheat”. This is
particularly clear when one considered that the entirety of the idea behind
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the initial commitment protocol (Protocol 5.7) is still present in the final
protocol (Protocol 5.9), but now with the addition of what might appear as an
unreasonable amount of work just to allow a simulator to efficiently extract
what is committed to.

In essence, I find that this makes me question the practical value of the
created protocol, in a deeper sense than just the massive overhead that it also
suffers from does. Would any reasonable Committer want to participate in a
protocol where such a large part of the protocol is not relevant for the task
the protocol achieves, nor is it directly preventing anyone from cheating, but
only making it so that a simulator can “cheat” against the Committer?
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6 Concluding remarks

The main work of this thesis is a rigorous proof that the BBCS92 protocol
implements oblivious transfer with security against quantum adversaries in the
Fso—com-hybrid model. Towards proving this, we have introduced select topics
from quantum mechanics, quantum information theory, quantum computation
theory, and quantum cryptography . An essential tool for the proof of security
is the notion of sampling games in both a classical and quantum setting, and a
theorem relating the error of a given sampling strategy in the quantum setting
to the error of the analogous game in the classical setting.

To take the protocol for oblivious transfer from the %, _.om-hybrid model
and into the plain MiniQCrypt model, we presented the idea behind the con-
struction of an equivocable and extractable commitment scheme, that relies
only on post-quantum one-way functions. Finally, we argue what result that we
believe one should conclude from the existence of this scheme, namely that it
should be seen as a proof-of-existence, rather than a useful implementation of
Fso-com-

Building on the results that has been shown in this thesis, one can show that
there are secure protocols for the computation of any multi-party functionality
in MiniQCrypt [IPS08; Unr10]. Additionally, with a protocol that securely
realises any classical functionality, one can show that it is possible to securely
evaluate any quantum circuit which takes as input a quantum state from each
of the parties, and output a quantum state to each of them [DNS12]. This is the
quantum equivalent of a non-interactive two-party functionality.
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